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BpepoHocHoe MO ana Kparkn 6UTKOMHOB PAcCNPOCTPAHANOCH
yepe3 Download.com

15 mapma 2018 200a

Ecnm Bbl cnpocuTe UT-cneumanmcta o 6asosbix mepax 6€30MacHOCTU B UHTEPHETE, OH, BEPOATHO,
NocoBeTyeT 3arpy*KaTb COPT TONLKO C IETMTUMHbIX NAOWAAO0K. Hab, YTO 3TO He NaHaues. Mbl
0BHaPYKUAN TPU TPOAHU3MPOBAHHbIX MPUIOKEHMWSA, pa3MeLLLeHHbIX Ha download.cnet.com — ogHOM U3
Hanbonee NonynapHbIX canToB B mupe (163 B peliTuHre Alexa).

OpaHoM 13 kepTB mansapw ctan Crawsh, nonb3osaTens cabpeaanta /r/monero, HO B ero caydyae
NCTOPMSA 3aKOHUYMNACb XOPOLLO.

m WARNING: Clipboard MITM attack on Windows in the wild (zzr moner
“ submitted 16 hours ago * h

TLDR: Windows malware intercepts a BTC address copied to the clipboard so that the pasted address is different, diverting funds to the
attackers wallet which has 8.8 BTC of transactions. It mangles an XMR address. Visually inspect every transaction destination
address before clicking OK!

Update: source for the malware found: a win32diskimager.exe downloaded from download.cnet.com, of all places, with a total of
4,500 downloads. More in the update at the bottom of the post.

Crawsh 3anof03pun HeflagHoe, KOr4a NbiTanca CKOMMPOBATb M BCTaBUTb afpec CBOEro KoLesbKa
Monero, 4Tobbl NepeBecTM Tyaa CPeACTBa, U HEOXKNAAHHO yBMAEN CO0bLLeHWe, YTo aapec
HeaencTeuteneH. OH pewwnn pasobpaTbCs, YTO MO0 CTaTb NPUUMHOW OLUMOKK, U BbIACHWU, YTO
npobaema Bo BpeaoHocHom MO. ManBapb nepexsatbiBana B bydpepe obmeHa agpec KolenbKa
NoNb30BaTeNA M 3aMeHANa COBCTBEHHbIM — }KECTKO 3aKOAMPOBAHHbIM aApPecom BUTKOMH-KoLebKa.

K cuactbio ans Crawsh, agpec atakytowmx 6bia1 npeaHasHaveH aaa TpaH3aKkumii 6UTKkonHoB. Llenesoe
NpuaoXeHne oTKNoHUA0 Monero Ao TOro, Kak noJib3oBaTesb nepesen cpeacTsa. B otamume ot apyrux


https://www.alexa.com/topsites
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YKepTB, paboTaBLIMX C BUTKOMHAMM, — UX NepPeBOAbl OblIN BbINOIHEHDBI 6e3 cboeB. Ha cerogHALIHUI
OEHb 3/10yMbILNEHHUKN cobpann 8,8 BTC — okosio 4 maH pybaeit (no Kypcy Ha 15 mapTa).

«Moutn noctpagasiumit» Crawsh Hanucan 06 uHumaeHTe 8 cabpeaant /r/Monero. Moct 3ameTnnmv B
ESET v npoBenu paccnegoBaHue, YTobbl BbIACHUTb 0OCTOATENLCTBA 3apaXKEHUs U MOMOYb
NOTEHUNANbHBLIM XepTBaM.

Mposepus B Google BUTKOMH-aApec aTaKyoLMX, Mbl HAL/IM HECKO/IbKO KepTB. B 4acTHOCTK, KTO-TO
Hanwucan NocT o B3/IOMe caliTa (He CBA3aHHOro ¢ AaHHbIM BpeaoHOCHbIM 0). Ho B TeKkcTe
OPUIMHANbHbIN aApec BUTKOMH-KOLIENbKA OblN 3aMEHEH Y)Ke 3HAaKOMbIM agpecoM NoXUTUTenen

BGUTKOMHOB (CM. PUCYHOK HUMKE). He UCK/IOYEHO, YTO aBTOP NOCTa CTOJIKHY/ICS C TOM e BpeAoHOCHOM
nporpammoit, yto u Crawsh.

J/ Freedom Hosting II - hacked x \-l-

St @~ (€ (0 fhostingespsbly.onion C || Q Search (@)

Hello Freedom Hosting II, you have been hacked

We are disappointed... This is an excerpt from your front page "We have a zero tolerance policy to child pornography.’ -
but what we found while searching through your server is more than 50% child pom...

Moreover you host many scam sites, some of which are evidently run by yourself to cover hosting expenses.

All your files have been copied and your database has been dumped. (74GB of files and 2.3GB of database)

We are selling all data (excluding cp) for 0.1 BTC. Send 0.1 BTC t<114iCDyeCSplZAthﬂGxterDabFop-iQtLIand
send your transaction id to thosting@tt3j2x4k5ycaa5zt.onion or thosting/@danwin1210.me and We'll get back to you

with a full dump.

Up to January 3 1st you were hosting 10613 sites. Private keys are included in the dump. Show full list

We are Anonymous. We do not forgive. We do not forget. You should have expected us.

We are selling all data (excluding cp) for 0.1 BTC. Send 0.1 BTC to
1BQZKqdp2CV3QV5nUEsqSglygegL mqRygjfand send your transaction
id to fhosting @1t3j2x4kSycaaSzt.onion or thosting@danwin1210.me and
We’ll get back to you with a full dump.

PacnpoctpaHeHue

Mbl BbIACHUAU, YTO KOMMNbIOTEP NO/1b30BaATENA Crawsh 6bin 3apaxKeH TPOAHU3NPOBAHHbIM

npunoxeHnem Win32 Disk Imager, 3arpy*keHHbIM ¢ caitTa download.com, rae oHO pasmeLtanocs ¢ 2
mana 2016 roaa.

AHTUBUPYCHbIE NPOoAYKTbl ESET AeTeKTUPYIOT 3TO npuioxKeHune Kak MSIL/TrojanDropper.Agent.DQJ.

Mporpamma 6bina 3arpykeHa ¢ CNET 311 pa3 To/1bKo Ha npolunoi Hegene u 6onblue 4500 pas B 0buieit
CNOXKHOCTU.
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Disk Imager Developers

Web site nitp/mwins2diskimager sourceforge nety. Support web site Mot provided
Support e-mail Mot provided Support phone Mot provided
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31
Results 1- 1 af 1 (1]

Mo3e mbl ycTaHoBUAN, YyTo Win32 Disk Imager — He eANHCTBEHHOE TPOAHM3MPOBAHHOE NPUNOKEHNE HA
download.com. O6HapyKeHOo He MeHblUe ABYX Nporpamm Tex e aBTopos. Nepsoe — CodeBlocks, oHo
COAEPKMT TaKyI0 3Ke nosiesHyto HarpysKy (MSIL/CLipBanker.DF) u y>ke 3a6iokuposaHo CNET.
CodeBlocks — nonynapHana KpoccnnathopmeHHan cpega paspabotku (IDE — Integrated Development
Environment) Ha 6a3e OTKPbITOro MCXOA4HOIO KoAa, ee UCNoib3ytoT mMHorne C/C++ pa3paboTumnkm.

(® download.cnet.com

Microsoft Visual Studio 2010 Pr.

) '
H Code::Blocks

Visual Studio Community 2015

: Visual Studio Professional 2015 I l I @ Dov S se tt vide a direct

BTopoe TposaHu3npoBaHHoe npunoxkeHne — MinGW-w64, nocTynHoe a5 3arpy3KM Ha MOMEHT Havana
uccnenoBaHua. Ee nonesHas HarpysKa BKkAtoYaeT BpeaoHocHoe MO ana Kpaxkm 6UTKOMHOB U BUPYC.
MinGW — komnunaTop, nporpammubiii nopT GNU Compiler Collection ana Microsoft Windows.

® download.cnet.com/MinGW-w64

m Free Pascal

MIinGW-w64

0 Bat To Exe Converter Portable AVERAGE ER RATIN
°® g Y te th

Huxe npeactaBneHa CTaTUCTMKA 3arpy30K 3TUX NPUIOXKeHUI (MHbopmaums ¢ canta download.com).
ObpaTtute BHMUMAHKUE, YTO YMCNO HeAaBHUX 3arpy3ok CodeBlocks paBHO Hy/tO, MOCKO/IbKY Nporpamma
6bina yaganeHa CNET. He 3Haem TouHyt0 AaTy yAaneHus, HO, MO AaHHbIM Hallen TenemMeTpumn, 3To MOr/10

MinGW-w64
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npownsoinTn B mapTte 2017.

MinGW-w64

Publisher

Publisher web site

Release Date

Date Added

Verslon

CATEGORY

Category

Subcategory

OPERATING SYSTEMS

Operating Systems

Additional Requirements

DOWNLOAD INFORMATION

Flle Size

Flle Name

POPULARITY

Total Downloads

Downloads Last Week

VMS Enterprises

http//www.ymssof

October 04, 2016

November 02, 2016

6.20

Developer Tools

Interpreters & Compilers

Windows XP/VIsta/7/8/10

None

2.69MB

mingw-wé4-Install.exe

B Code::Blocks

Publisher

Publisher web site

Release Date

Date Added

Verslon

CATEGORY

Category

Subcategory

OPERATING SYSTEMS

Operating Systems

Additional Requirement:

DOWNLOAD INFORMATION

Flle Size

File Name

POPULARITY

Total Downloads

http:/iw

w.codeblocks.org

June 02, 2016

June 14, 2016

16.01

Developer Tools

IDE Software

Windows XP/\VIsta/7/8/10

None

32.92MB

External Flle

103,943

Downloads Last Week o]

MNMocne npeaynpexaeHna ESET, CNET onepaTMBHO yaanuaun BpefoHOCHbIE NPUAOXKEHUA.

AHanus

TposHu3nposaHHbIi aponnep (MSIL/TrojanDropper.Agent.DQ)J)

Ha nepsom sTane I'IpOCTOVI aponnep n3BseKkaeT NEermTUMHbIN YCTaHOBLUUK NPUNOKEHUA

(Win32Disklmager, CodeBlocks, MinGw) 1 nonesHyto HarpysKy U3 pecypcos, coxpaHaeT oba ¢aina B

nanky %temp% un BbINO/HAET UX.



BpegoHocHoe MO, noameHsowWee agpeca Kowenbkos B bydepe ob6meHa

1. MSIL/ClipBanker.DF

lMone3Hasa Harpy3ka mansBapu HANOMWHAET Aponnep C TOYKM 3peHUA NpocToThl. [porpamma kKonupyet
ceba B nyTb $appdata%\Dibifu 8\go.exe n gobasaseT B peecTp KAtOY aBTO3anycKa 44
obecneyeHns NepcncTEHTHOCTH.

3ameHa agpeca BUTKOMH-KOLWe/IbKa OCYLLLECTBAETCA C MOMOLLbIO MPOCTOro KoAa, KOTOPbI MOYKHO
BMAETb Ha PUCYHKe HUKe. Koa nueT BUTKOMH-agpec ¢ UCNo/Ib30BaHMEM PEryIAPHONO BbIParKeHUsA 1
3aMEeHSET ero apPecoM XKeCTKO 3aKOAMPOBAHHOIO KOLLE/bKa 3/10YMbILLIEHHNKOB:
1BQZKqdp2CV3QV5nUEsqSglygegLmqgRygj.




ATaKytolme He Npuaaraam ocobbIX YCUANUA ANA COKPLITUA aKTUBHOCTM, NOCKObKY AaXKe NyTb
oTnago4YHoro cumeona aponnepa u ClipBanker gemoHcTpupytoT nx HamepeHus. Mbl cunTtaem, YTo SF to
CNET (cm. HMxKe) o3HavaeT SourceForce to CNET, NOCKONbKY BCE TPU MPUIOKEHMA UMEIOT YNCTble
9K3eMnaAapbl B XPaHU/IULLLE UCXOAHOTO KoZa.

C:\Users\Ngcuka\Documents\V\SF to CNET\Btc Clipboard
Rig\WindowsFormsApplicationl\obj\x86\Release\WindowsFormsApplicationl.pdb

. 00403920: C:\Users\Ngcuka\
. 00403930: Documents\V\SF t
. 00403940 o CNET\Btc Clipb
. 00403950 oard Rig\Windows

. 00403960 FormsApplication
. 00403970: 1\obj\x86\Releas
. 00403980 e\WindowsFormsAp
. 90403990 plicationl.pdb

EcTb HECKO/IBKO A0MO/IHUTENIbHBIX MHAVMKATOPOB 3apaKeHKnA, KOTopble MOTyT NPOBEPUTDL KepTebl. B
YacTHOCTK, NONE3HAA HarpysKa M TPOAHU3MPOBAHHbIM NAaKeT cbpacbiBatoTcsa B %temp% noa umeHamm
y3_temp008.exe n Win32Diskimage_0 9 5 install.exe cooTBETCTBEHHO W BbINOJHAKOTCA.

2. Win32/ClipBanker.DY

Mose3Hyo Harpy3Ky MmanBapu copacbiBaeT TPOSHU3UPOBAHHOE npuaoxKeHne MinGW-w64. 3To HeMHOro
60nee CNOXKHbIN BapMaHT, UCNOb3YOLWMIA aHAaNOTMYHOE peryaapHoe BblpaxkeHne A0 Noucka
KOLlesibKa:

mov edx, offset aBlAKmZaHjNpZ19 ; "\\b([1][a-km-zA-HI-NP-Z1-9]{25,34})\\b"
call sub_5CDBD8
test al, al

jz loc_SDAAE4

call sub_53F3EC

lea edx, [ebp+var_50]

call sub_53EE1C

mov eax, [ebp+var_58]

lea ecx, [ebp+var_4C]

mov edx, offset aBlAKmZaHjNpZ1l9 ; "‘\\b([1][a-km-zA-HI-NP-Z1-9]{25,34})\\b"

call sub_5CE138

Kpome Toro, OH COAepKUT AOMNONHUTEIbHbIE BPEAOHOCHbIE KOMMOHEHTbI, 3aWMdpPOBaHHbIe B pecypcax,
1 okono 3500 agpecoB BUTKOUH-KOLLIE/IbKOB (CM. Ha PUCYHKe).

= = 131kTcVKowp3PBaxzLqC
n | size [142yKZr1uY1URD7ShaHC
15PF cHDBo5yYT2cPX6CK

ADRSES 119019 [1625XpK3dQn7P7EGIKYS

FLASHSPREADER . 16896 17GLFT9PQDBnMM7DqBV1
FLASHSPREADERDLL 10240 18QchwY[22cmQFQ‘t:ZSl~
PCCOUNTER MSIL/TrojanDownloader.Agent.CMU 10752 19xDpku6TE8AZpXQi6WH
1amKxdDwZgPNUZ{y29BY
1bxJSBp541nVshkveHTA

1cuA90X351nwiTesEoHA

[JononHuTenbHadA nonesHasa Harpyska, A0CTaBaAAeMas BMecTe ¢ BpeAOoHOCHbIM MO anda Kpaxu
6UTKOMHOB, TakKe umeeT Nyt PDB. OguH 13 HMx C: \Users\Ngcuka\Documents\V\Flash
Spreader\obj\x86\Release\MainV.pdb.
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MmaA nosnb3oBaTens MAEHTUYHO MMEHM, HalAeHHoMy B NyTM PDB nepBoii mansapu. Taknm ob6pasom, mbl
yBEpPEHbI, YTO 3TU BPeAOHOCHbIE NPOrPaMMbl Pa3paboTaHbl OAHMM M TEM XKe aBTOPOM.

Kak ouncTUTb 3apa’KeHHyIo cuctemy

— Ypanute cnegytolime 3arpy>keHHble ycTaHoBLLMKKU: win32diskimager.exe (SHA1:
0B1F49656DC5E4097441B04731DDDD02D4617566); codeblocks.exe (SHA1:
7242AE29D2B5678C1429F57176DDEBA2679EF6EB); mingw-w64-install.exe (SHA1:
590D0B13B6C8A7E39558D45DFECABDE3BBF24918) 13 nanku 3arpysku

— Ypanute ucnonHaembln dainn B nanke %appdata%\dibifu_8\ (SHA1:
EOBB415E858C379A859B8454BC9BA2370E239266)

— Ypanute dpainn y3_temp008.exe m3 nanku %temp%\ (SHAL:
3AF17CDEBFE52B7064A0D8337CAE91ABE9B7E4E3; C758F832935A30A865274AA683957B8CBC65DFDE)
— Ypanute napametp peectpa ScdBcd u3
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

B xoae vccneposaHma mbl coobwman CNET o npobneme, 1 OHM onepaTUBHO yAanUAn
TPOAHU3NPOBAHHbIE NPUNOXKEHUA C CaliTa, NPefOTBPaTUB Aa/ibHENLLEee pacnpoCcTPaHeEHME ManBapu.

Ecnv Bbl NOoAO3peBaeTe, YTO Ball KOMMbtoTep 6blN 3aparkeH, YCTaHOBUTE COBPEMEHHOE aHTUBUPYCHOE
pelleHne, KOTopoe yaanaeT ¢palinbl aBTomaTuyecku. Hanbonee adppekTuBHaa mepa 3awuTbl oT
nogmeHbl cogepKumoro 6ypepa o6meHa — ABOMIHAA NPOBEPKa afpecoB Npu COBEPLUEHUN
TPaH3aKLUUN.

MHpuKaTopbl KOMNpoOMeTaLuum
TpOﬂHMSMpOBaHHbIe NPUNOXKeHnA:

win32diskimager.exe 0B1F49656DC5E4097441B04731DDDD02D4617566
MSIL/TrojanDropper.Agent.DQJ trojan

codeblocks.exe 7242AE29D2B5678C1429F57176DDEBA2679EF6EB MSIL/ClipBanker.EY trojan
mingw-w64-install.exe 590D0B13B6C8A7E39558D45DFEC4BDE3BBF24918
MSIL/TrojanDropper.Agent.DQJ trojan

ClipBankers:

mingw-w64 payload #1 BE33BDFD9151D0OBC897EEQ0739F1137A32E4437D9 Win32/ClipBanker.DY trojan
mingw-w64 payload #1 2EABFFA385080A231156420F9F663DC237A9843B Win32/ClipBanker.DY trojan
mingw-w64 payload #1 7B1E9A6E8AF6D24D13F6C561399584BFBAF6A2B5 Win32/ClipBanker.DY trojan
codeblocks.exe payload E65AE5D0CE1F675962031F16A978F582CC67D3D5 MSIL/ClipBanker.AB trojan
win32diskimager.exe payload EOBB415E858C379A859B8454BC9BA2370E239266 MSIL/ClipBanker.DF
trojan

Appeca URL:

MinGW-w64: download.cnet.com/MinGW-w64/3000-2069 4-77411782.html
Win32 Disk imager: download.cnet.com/Win32-Disk-Imager/3000-2242 4-76554991.html
CodeBlocks: download.cnet.com/Code-Blocks/3000-2212 4-10516243.html



http://download.cnet.com/MinGW-w64/3000-2069_4-77411782.html
http://download.cnet.com/Win32-Disk-Imager/3000-2242_4-76554991.html
http://download.cnet.com/Code-Blocks/3000-2212_4-10516243.html

