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Hacking Team cHoBa B gene: ESET o6Hapy»xuna HoBble
o6pasuybl wnuoHckoro NO KomnaHuM

27 mapma 2018 200a

C momeHTa ocHoBaHuA B 2003 roay MTanbAHCKMIA pa3paboTunK NnporpammHoro obecneyeHma ana
KnbepwnunoHaxka Hacking Team npuobpen n3BecTHOCTb, NpoaaBas CBOM NPOAYKTbI NPaBUTENbCTBAM U
cneucnyxb6am Bo Bcem mupe. BosmorKHOCTM dnarmaHa KomnaHum — Remote Control System (RCS) —
BK/1IOYAOT U3BNeYeHme GainioB C LLeNeBOro yCTPOMCTBa, MepexBaT NMMCEM M COOBLLLEHMI, a TaKKe
yAaneHHoe ynpasneHne Beb6-kamepoin 1 MMKPODOHOM.

ESET obHapyuna B 14 cTpaHax Mnpa paHee HemnsBecTHble 06pasubl RCS. AHanu3 HoBbix 06pasyoB
No3BO/IAET CAENaTb BbIBOL O TOM, YTO Pa3paboTKy 3TUX NPOrPaMMHbIX MUHCTPYMEHTOB NPOAOJ/IKAET Cama
Hacking Team.
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Hacking Team HeoZHOKpPaTHO NoABeprasacb KPUTUKE 32 NPOAANKY LWNUOHCKOro MO aBTOpUTapHbIM
pexxmnmam, Ho Bceraa oTpuuana st o6suMHeHMa. Cutyaums nsmeHunach 8 uose 2015 roga, Koraa
KOMMNaHMUA CTasa }epTBOW B3/10Ma U GaKTbl MCNOAb30BaHUA RCS AMKTaTypamm

nony4mnn noareeprkaenue. Mocne yreukn 400 M6 gaHHbIX, BKAKOYAA CMIMCOK KAUEHTOB, NEePEnncKy
COTPYAHWKOB M MCXOAHbIN Ko WwnuoHckoro MO, Hacking Team 6bina BbIHY»KAEHa NPOCKTb
K/IMEHTOB MPUOCTAHOBUTb MCMO/b30BaHMe RCS M OKasanacb B COCTOAHUMN HEONpeaeleHHOCTY.

Mocne B3noma MB-coobLLECTBO BHUMATENbHO CIEAM0 33 NOMbITKAMM KOMMaHUKU BCTaTb Ha HOTW.
MepBble coobLieHMA 0 HOBbIX onepaumax Hacking Team noaBMAKCH LWECTb MECALEB CNYCTA — HOBbIM


https://citizenlab.ca/2014/02/mapping-hacking-teams-untraceable-spyware/
https://citizenlab.ca/2014/02/mapping-hacking-teams-untraceable-spyware/
https://habrahabr.ru/company/eset/blog/261887/
https://www.theguardian.com/technology/2015/jul/06/hacking-team-hacked-firm-sold-spying-tools-to-repressive-regimes-documents-claim
https://motherboard.vice.com/en_us/article/qkv9mp/hacking-team-asks-customers-to-stop-using-its-software-after-hack
https://reverse.put.as/2016/02/29/the-italian-morons-are-back-what-are-they-up-to-this-time/
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obpaselLnMOHCcKOM nporpammbl a1a Mac, no Bcei BUAMMOCTM, UCMO/b30BaJICA Ha NpaKTUKe. Yepes
rog nocne yteykun B Hacking Team nHeectnposasia komnaHua Tablem Limited, nonyumswan 20% akuymi
pa3paboTtunKa. Tablem Limited odumumanbHo 3apeructpnpoBaHa Ha Kunpe, HO ecTb yKasaHMs Ha

ee cBA3b ¢ CayaoBcKol ApaBuen.

3aBepLlmB UccaeaoBaHue elle oaHoro wnnoHckoro NO, FinFisher, mbl oTMeTUAN ABa MHTEPECHbIX
cobbITuA, cBA3aHHbIX ¢ Hacking Team: oTyeT 0 dMHAHCOBOM 0340POBAEHUM TPYNMbl U OTKPLITUE HOBOA
Bepcum RCS ¢ gencTentenbHbIM LUPPOBLIM CepTUdGUKATOM.

RCS: }XM3Hb NpoaonKaerca

Ha paHHKWX 3Tanax ncciegosaHms Hawm konneru m3 Citizen Lab, KoTopble AaBHO HabatoAatoT 3a
aeaTtenbHocTbto Hacking Team, npefocTaBuaIvM Ham LLEeHHbIN MaTepuan, NO3BOIMBLLMIA OTKPbITb HOBYHO
Bepcuio WnmoHckoro MNO. ManBapb B HacTosLLee BPeMs UCNO/b3YETCs Ha MPAKTUKE N UMEET HOBbIN
uMdppoBoI cepTUdPUKarT.

[anbHelllee nccneaoBaHme BbIABMAO ellle HeCKObKO 06pa3sLoB nporpamm Hacking Team, co3gaHHbIX
nocne s3noma 2015 roaa, nprMyem Bce OHU caerka MoandULMpoBaHbl B CPaBHEHUN C MHCTPYMEHTaMMU,
BbINYLLEHHbIMW 10 YTEYKU UCXOAHOTO Koa.

O6pa3subl 6bIIM CKOMNUAKMPOBaAHbI B Nepuog, ¢ ceHTabpa 2015 no okTabpb 2017 rr. Mbl cunMTaem Aathbl
KOMMNUAALMKN JOCTOBEPHbBIMM, MOCKO/bKY TenemeTpua ESET 3admKcmpoBana npakTuyeckoe NnpumeHeHune
06pa3LoB Yepe3s HECKO/IbKO HeZeslb Mocae KOMNUIALNN.

JanbHenwWwmni aHan13 No3BOAUA CAENMATb BbIBOA, YTO NPOUCXOXKAEHME BCeX 0O6pa3L,0B CBOAMTCA K O4HOM
Knbeprpynne; 3To He M30/IMPOBAHHbIE BEPCUMM PasHbIX Pa3paboTUMKOB, UCMONb3YIOLWMUX CAUTBIN B
WMHTEpPHEeT UcxoaHbIM Kog Hacking Team.

OZHUM M3 apryMeHTOB B NO/b3y 3TOW TOYKM 3peHUs ABAAETCA NOCAe[0BaTeIbHOCTb LUPPOBbIX
cepTMdUKATOB, KOTOPLIMK NOANMCaHbI 06pa3Lbl. Mbl 06HAPYKUAU LECTb Pa3HbIX CEPTUDMKATOB,
BbINYLLEHHbIX OA4MH 33 APYTMM. YeTbipe U3 HUX BblaaHbl LEHTPOM cepTuduKaumm Thawte yeTbipem
PasNIMYHbIM KOMMNAHWAM, [Ba — NepCoHa/bHble CEPTUOUKATLI Ha MMA BanepuaHo begewn
(coyupeamtensa Hacking Team) n Hekoero Padasna KapHacuHa, Kak NoKasaHo HUKe:

Certificate issued to Validity period
\Valeriano Bedeschi 8/13/2015 - 8/16/2016
Raffaele Carnacina 9/Mn/2015 - 9/15/2016
Megabit, 000 6/8/2016 - 6/9/2017
ADD Audit 6/20/2016 - 6/21/2017
Media Lid 8/29/2016 - 8/30/2017

Ziber Ltd 7/9/2007 -710/2018


https://reverse.put.as/2016/02/29/the-italian-morons-are-back-what-are-they-up-to-this-time/
https://motherboard.vice.com/en_us/article/8xvzyp/hacking-team-investor-saudi-arabia
https://www.welivesecurity.com/2018/01/23/guide-makes-possible-peek-finfisher/
https://citizenlab.ca/
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TaKk:Ke 0bpasubl cogepkaT nogaebHble meTagaHHble maHudecTa, YTobbl MacKMpPOBaTbCA NOA,
nerntumHoe MO Advanced SystemCare 9 (9.3.0.1121), Toolwiz Care 3.1.0.0 u SlimDrivers (2.3.1.10).

Haw aHanu3 nokasbiBaeT, 4To aBTOpP(bl) 06pa3yoB Ucnosb3osann VMProtect, no-BugmMmomy, NbiTasacb
caenatb 06pasubl MeHee NpeapacnoNoKeHHbIMU K 0BHapy»KeHuto. MeToz ncnonb3oBasnca B
nporpammax Hacking Team un o yteuku.

Cama no cebe cBA3b Mexay STMMM 06pasLamMm MOXKET YKa3blBaTb MPaKTUYECKM Ha 106y Knbeprpynny,
BMAOM3MEHMBLLYIO CUTbINA UCXOAHbIM Kog, Hacking Team mMamn ycTaHOBLUMK — KaK 3TO 6bIN10 € rpynnou
Callisto B Hayane 2016 roga. OgHaKo Mbl coObpanm Apyrve AoKa3aTeNbCcTBa, KOTOPble MO3BOAAIOT CBA3ATb
HoBble 06pasLbl c camnumm paspaboTunkamm Hacking Team.

BepcMoHHOCTb B HOBbIX 06pasLax, AOCTYN K KOTOPOW Mbl NOYYUIM NOC/E NPEOA0NEHNA 3ALLUTDI
VMProtect, HauMHaeTcsa 40 YTeUKM, NPOAO/KAETCA NOC/AE Hee U CaefyeT Tem e wabaoHam. Ans
pa3paboTUMKOB KOMMAHWUM XapaKTepPHO KOMNUAMPOBATL GYHKLMOHANbHYO YacTb MasiBapw (nog,
HasBaHuAMM Scout u Soldier) nocnegoBaTenbHO M 3a4acTyio B OAMH AeHb — 3TO MOXKHO Habo4aTb U B
HOBbIX 06pa3sLax.

B TabsiMue HuxkKe npeacTaBaeHbl AaTbl KOMNUAALMK, BEPCUM U cepTUdMKaTbl 06pa3L,oB wnuoHckoro MO
Hacking Team ans Windows, BbinyuieHHbIx ¢ 2014 no 2017 rr. [TOBTOPHOE UCMOJIb30BaHUE C/IUTOrO
ncxogHoro Koga rpynnon Callisto Bblae/ieHO KpacHbIM:

Compilation date Scout version Soldier version Certificate issued to

2014-1-27 1007 Cpen Source Developer, Muhammad Lee's

2014-12-05 n Cpen Source Developer, Muhammad Lee's

20141212 12 1008 Cpen Source Developer, meicun ge

2015-03-19 1009 Cpen Source Developer, meicun ge

2015-03-27 13 Open Source Developer, meicun ge
JULY 2015 LEAK

2015-09-04 15 Valeriano Bedeschi

2015-10-19 16 on Raffaele Carnacina

O IR || B

2016-01-18 7 Raffaele Carnacina

2016-03-24 18 1012 Raffaele Carnacina

2016-06-17 1014 Megabit, 000

2016-08-02 21 1016 Megabit, OO0


https://www.f-secure.com/documents/996508/1030745/callisto-group
https://www.f-secure.com/documents/996508/1030745/callisto-group
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2016-0%-01 22 10717 ADD Audit
2016-12-15 23 1018 ADD Audit
2017-01-31 24 1019 ADD Audit
2017-04-258 25 1020 ADD Audit, Media Lid
2017-06-258 7 1022 hedia Lid, Ziber Ltd
2017-10-09 28 Ziber Ltd

2017-10-18 1025 Ziber Ltd

Kpome TOro, Halwn nccneagoBaHMA noaTresepanIn, 4TO UISMEHEHNA, BHECEHHDbIE NOC/E YTEYKH,
BbINO/IHEHbI B COOTBETCTBUM C COBCTBEHHbIM CTUIEM nporpammumpoBaHnA Hacking Team n yacTo
BCTPEYaTCA B MECTAX, YKa3blBalOWKMX Ha I'HY6OKOE NOHMMaHue Koga. ManosepoATHO, YTO UTPOK He U3
4yncna pa3pa60THMKOB Hacking Team, CO3AaPOLLI,Ml71 HOBble BEPCUNU Ha 6ase cautoro MCXO0A4HOro Koaa, mor
BHECTN UameHeHnA MMeHHO B 3TU CbpaFMEHTbI.

OA4HO 13 pas3nnMuuii mexay obpasuamm 4o 1 nocae yTeuyku — pasmep ganna aBtosanycka. [o yTeuku
MCMOJ1Ib30BaJ/ICA CKONUPOBAHHbIN dalinl pasmepom okoo 4 M6. Mocse yTeukn pasmep coctasaan 6 M6 —
BO3MOXHO, B Ka4yecTBe NPUMUTMBHOIO MeTo/a 3aLuUTbl OT 0BHaApYXKeHUA.

PRE-LEAK

sub_420D30 (&v16, &v18);
if ( v18)

IpFirst = (LPCWSTR) sub_420DF0(1) ;
else

IpFirst = (LPCWSTR) sub_420DF0(0) ;
i(f ( StrStrIW(lpFirst, &Srch) )

hFile = CreateFileW(IpFileName, 0x80000000, 1u, 0, 3u, 0x80u, 0);
if ( hFile !'= (HANDLE)-1)

Scout to be increased to this size = 4194314]
For (i = 4194314 — var 3 1% 8 ++i )
if;( )
{ if ( sub_425D00() )
{ v6 = (void *)sub_421830(i):

vi = sub_421970(hFile, v6, i, (int)&var_ 2C);
unknown_libname_11(v6) :
i(f (v7)

CloseHandle(hFile);
v4 = (LPCWSTR) sub_425A70() ;
FatScout = CreateFileW(v4, 0xC0000000, 3u, 0, 4u, 0x80u, 0);
i{f ( hFatScout !'= (HANDLE)-1 )
Vo

0:

WriteFile(hFatScout, v7, var_2C, &v3, 0):
CloseHandle (hFatScout) ;

sub_4260B0(v4, lpFileName, &v1);
sub_426DB0(v1) ;

ExitProcess(0):
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POST-LEAK

sub_421CD0 (&v24, &Src);
v23 = sub_421C30((int)&v51, v24, Src):
%f ( 'v23 )

hFile = CreateFileW(lpFileName, 0x80000000, lu, 0, 3u, 0x80u, 0);
if ( hFile '= (HANDLE)-1 )

LScout to be increased to this size = 6201466]
nNumber vtesloWrite = GetFilebize ile, N
for ( 1 = 6291466 — nNumbetrOfBytesToWrite; 1 % 8; ++i )

%f'( i)
}{f ( sub_425D700) )

v6 = (void *)sub_420CE0(i);
v7 = (LPCVOID)sub_421A60(hFile, v6, i, (int)&nNumberOfBytesToWrite):
unknown_libname_11(v6) ;
}f (7))
CloseHandle({hFile):
v4 = (LPCWSTR) sub_425AE0() :
hObject = CreateFileW(v4, 0xC0000000, 3u, 0, 4u, 0x80u, 0);
%f { hObject !'= (HANDLE)}-1 )

vd = 0;

v2 = WriteFile(hObject, v7, nNumberOfBytesToWrite, &v3, 0):
CloseHandle (hObject) ;

sub_426620(v4, 1pFileName, &v1);:

sub_426E70(v1) ;

ExitProcess(0);

Mbl 06HapyKMIM HEKOTOPbIE APYrMe pPasivyma, KOTopble NOHOCTbIO ybeannu Hac B ydactum Hacking
Team. O4HAKO pacKpbITME STUX AAHHbIX MOXET NOMeLLaTb Aa/ibHeleMy HabloAeHWIO 33 aKTUBHOCTbIO
rpynnbl, NOSTOMY Mbl He MOKeM onyb61MKoBaTb UX. [OTOBbI NOAENUTLCA MHOPMALMEN C APYTMMU
nccaefoBaTenaMM, 3anpoc MOXKHO OTNPaBUTb Ha threatintel@eset.com.

®YHKLMOHANBHOCTb WMMOHCKOrO MO B 3HaYUTENbHOM CTeneHu COOTBETCTBYET TOMY, YTO 6b1/10 B CIUTOM
MCXOAHOM KoZe. Haw aHanus Ao cvx nop He NOATBEPAUA BbINMYCK KaKOro-1nMbo 3Ha4YMTeNbHOro
06HOB/IeHMA, KoTopoe obewlana Hacking Team nocne B3noma.

KaK MUHUMYM, ABa M3y4YeHHbIX 06pa3ua pacnpocTPaHAIMCh C MOMOLLLbI0 GULLMHIOBbIX PACChINOK.
BpeAoHOCHbINM UCMoAHAEMbI daitn MackMpoBaaca nod AoKyMmeHT PDF ¢ ucnonb3oBaHWeM ABOMHOMO
pacwupeHunsa daitna. HaseaHWA AOKYMEHTOB-NPUMAHOK, BEPOATHO, OPMEHTUPOBAHbI Ha NOTEHLMAIbHbIX
YKEpPTB M3 YnCaa COTPYAHUKOB ANMNAOMATUUYECKMX NPEACTaBUTENLCTB.


http://www.hackingteam.it/news/2015/07/13/statement-from-CEO.html
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19 March 2015

Soldier version 1009

Signed by: Open Source Developer,
meicun ge

27 March 2015

Scout version 13

Signed by: Open Source Developer
meicun ge

4 September 2015
Scout version 15
Signed by: Valeriano Bedeschi

19 October 2015
Scout version 16, Soldier version 107
Signed by: Raffaele Carnacina

5 January 2016
Scout version 13,
Signed by: SPC

18 January 2016
Scout version 17
Signed by Raffaele Carnacina

24 March 2016
Scout version 18, Soldier version 1012
Signed by Raffaele Carnacina

October 2012
The Citizen Lab publishes its first
research on Hacking Team

February 2014
The Citizen Lab accuses Hacking Team
of selling to oppressive governments

July 2015

{facking Team hacke

C

January 2016
Callisto Group sample built from leaked
source code (reported by F-Secure)

February 2016

New Mac sample spotted in the wild
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2 August 2016
Scout version 21, Soldier version 1016
Signed by: Megabit

1September 2016
Scout version 22, Soldier version 1017
Signed by: ADD Audit

19 December 2016
Scout version 23, Soldier version 1018
Signed by: ADD Audit

31)anuary 2017
Scout version 24, Soldier version 1019
Signed by: ADD Audit

28 April 2017
Scout version 25, Soldier version 1020
Signed by: ADD Audit and Media Lid

28 June 2017
Scout version 27, Soldier version 1022
Signed by: Media Lid and Ziber Ltd

9 October 2017
Scout version 28
Signed by: Ziber Ltd

18 October 2017

Soldier version 1025
Signed by: Ziber Ltd

BbiBOAbI

January 2018

February 2018

Hawwm nccnegoBaHMs NO3BOAAIOT YTBEPKAATb, UTO 06pasubl wnmMoHckoro MO RCS, nomMmo ogHoro
WCK/ItOYeHMA, ABNAIOTCA pe3yibTaToM paboTbl Hacking Team, a He NOBTOPHOIO MCMOb30BAaHMA KOAA KaK
B Kelice ¢ rpynnoii Callisto 8 2016 roay.

Ha MOMEHT HanMcaHWA 3TOM CTaTbM HALLM CUCTEMbI TENIEMETPUM AETEKTUPYIOT HOBblEe 06pasLibl
wnuoHckoro MO Hacking Team B 14 ctpaHax mupa. [pegnoyntaem He HasblBaTb CTPaHbI, YTO6bI
npeaoTBPaTUTL HEBEPHYIO aTPUBYLMIO, MOCKO/IbKY reosiokaums obHapyKeHUI He Bceraa MoKeT AaTb

MHbOPMaLUMIO 06 UCTOYHMKE aTaKM.

MHAMKaTOpbl KOMNpPOMeTaLum

[detekTpoBaHue npogyKramu ESET

Trojan.Win32/CrisisHT.F
Trojan.Win32/CrisisHT.H
Trojan.Win32/CrisisHT.E
Trojan.Win32/CrisisHT.L
Trojan.Win32/CrisisHT.J
Trojan.Win32/Agent.ZMW
Trojan.Win32/Agent.ZMX
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Trojan.Win32/Agent.ZMY
Trojan.Win32/Agent.ZMZ

O6pasubl, nognucaHHble Ziber Ltd
Thumbprint: 14 56 d8 a0 0d 8b €9 63 €2 22 4d 84 5b 12 €5 08 4e a0 b7 07
Serial Number: 5e 15 20 5f 18 04 42 cc 6¢ 3¢ 0f 03 el a3 3d 9f

SHA-1
2eebfod864bef5e08e2e8abd93561322de2ab33b
51506ed3392b9e59243312b0f798c898804913db
61edad847845f49689ae582391cdleba216a8fa3
68ffd64b7534843ac2c66ed68f8b82abec81b3e8
6fd86649c6ca3d2a0653fd0da724bada9b6a6540
92439f659f14dac5b353b1684a4a4b848ecc70ef
a10ca5d8832bc2085592782bd140eb03cb31173a
alc41f3dad59c9al1al126324a4612628fal74c45a
b7229303d71b500157fa668cece7411628d196e2
eede2e3fa512a0b1ac8230156256fc7d4386eb24

C&Cs
149.154.153.223
192.243.101.125
180.235.133.23
192.243.101.124
95.110.167.74
149.154.153.223

O6pas3upbl, nognucaHHblie ADD Audit
Thumbprint: 3e 19 ad 16 4d c1 03 37 53 26 36 c3 7c a4 ¢5 97 64 6f bc c8
Serial Number: 4c 8e 3b 16 13 f7 35 42 f7 10 6f 27 2094 eb 23

SHA-1
341dbcb6d17a3bc7fa813367414b023309eb69c4
86fad7¢362a45097823220b77dcc30fb5671d6d4
9dfc7e78892a9f18d2d15adbfa52cda379ddd963
e8f6b7d10b90ad64f976c3bfb4c822cbla3c34b2

C&Cs
188.166.244.225
45.33.108.172
178.79.186.40
95.110.167.74
173.236.149.166

O6pa3subl, nognucaHHble Media Lid
Thumbprint: 17 f3 b5 el aa 0b 95 21 a8 94 9b 1c 69 a2 2532 f2 b2 el f5
Serial Number: 2c e2 bd Oa d3 cf de 9e a7 3e ec 7c a3 04 00 da

SHA-1
27f4287e1a5348714a308e9175fb9486d95815a2
71a68c6140d066ca016efa9087d71f141e9e2806
dc817f86c1282382a1c21f64700b79fcd064ae5c¢
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SHA-1
27f4287e1a5348714a308e9175fb9486d95815a2
71268c6140d066ca016efa9087d71f141e9e2806
dc817f86c1282382a1c21f64700b79fcd064ae5c¢

C&Cs
188.226.170.222
173.236.149.166

O6pas3upbl, nognucaHHblie Megabit, 000
Thumbprint: 6d e3 a1 9d 00 1f 02 24 c1 c3 8b de fa 74 6f f2 3aaa 43 75
Serial Number: Of bc 30 db 12 7a 53 6¢ 34 d7 a0 fa 81 b4 81 93

SHA-1
508f935344d95ffe9e7aedff726264a9b500b854
7cc213a26f8df47ddd252365fadbb9ccab11be20
98a98bbb488b6a6737b12344b7db1acf0b92932a
cd29b37272f8222e19089205975ac7798aac7487
d21fe0171f662268ca87d4el142aedfbe6026680b
5BF1742D540F08A187B571C3BF2AEB64F141C4AB
854600B2E42BD45ACEA9A9114747864BEO02BFOB

C&Cs
95.110.167.74
188.226.170.222
173.236.149.166
46.165.236.62

O6pasubl, nognucaHHble Padasnem KapHacuHa
Thumbprint: 8a 85 4f 99 2a 5f 20 53 07 f8 2d 45 93 89 af da 86 de 6¢ 41
Serial Number: 08 44 8b d6 ee 91 05 ae 31 22 8e a5 fe 49 6f 63

SHA-1
4ac42c9a479b34302e1199762459b5e775eec037
2059e2a90744611c7764c3b1c7dcf673bb36f7ab
b5fb3147b43b5fe66da4c50463037c¢638e99fb41
9¢d2ff4157e4028c58cef9372d3bb99b8f2077ec
b23046f40fbc931b364888a7bc426b56b186d60e
cc209f9456f0a2c5a17e2823bdb1654789fcadc8
99¢978219fe49e55441e11db0d1df4bda932e021
e85c2eab4c9eea8d0c99e58199f313cadeld1735
141d126d41f1a779dca69dd09640aal25afed15a

C&Cs
199.175.54.209
199.175.54.228
95.110.167.74

O6pasubl, nognucaHHble BanepuaHo beaewm
Thumbprint: 44 a0 f7 f5 39 fc Oc 8b f6 7b cd b7 db 44 e4 f1 4c 68 80 dO
Serial Number: 02 f1 75 66 ef 56 8d c0 6¢ 9a 37 9e a2 f4 fa ea
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SHA-1
baa53ddba627f2c38b26298d348ca2ela3lbe52e
5690a51384661602cd796e53229872ff87ab8aas
aa2a408fcaa5c86d2972150fc8dd3ad3422f807a
83503513a76f82c8718fad763f63fcd349b8b7fc

C&Cs
172.16.1.206 — 370 BHYTPEHHUI agpec, HanaeHHbIn B obpasLax



