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BpepnoHocHaa nporpamma Retefe ucnonbsyerca gna
KOMMNpomeTaunu noab3osaTeniei OHNauH-6aHKUHra

12 Hosabps 2016 200a

BpenoHocHas nporpamma noz HazBaHuem Retefe cneumanunsmpyetca Ha KomnpomeTaumm
nosib3oBaTesielt pasnyHbIx 6aHKOB, BKAtoYasa Tesco Bank. Ero KnvMeHTbl HefaBHO NOABEPTANCD
MacCoOBOW KOMMNPOMeETaL MM akKayHToB. Retefe ncnonbsyeTtca 3n10ymbllAEHHUKAMM ANA KPAXKM SAHHbIX
OHANalH-b6aHKMHra, KOTOpble 3aTeM MOTYT BbITb UCMO/Ib30BaHbI C LLe/1bI0 OCYLLECTBEHMUA
MOLLEHHMYECKUX Onepauuii.

CornacHo HoBocTHOMY nopTany BBC, 3a BbIxogHble 6b110 3adpuKcMpoBaHo okoso 40 Tbic.
noAo03pPUTE/IbHbIX 6aHKOBCKUX TpaH3aKLl,Ml7I, npnyem non0BUHaA U3 HUX NPUXOANNIACb HAa HE3AaKOHHOE
CNM1CcaHWe AeHeXHbIX cpeacTs. Mo3xe npeactasutenn Tesco Bank noarsepanan, 4to B pesynbtaTe
KOMMNpoMeTaL MM NocTpasano okoao 9 TbiC. KNMEeHTOB HaHKa.

Cneuymannctbl no 6e3sonacHocTn Tesco Bank pewnnn BpemeHHO 336}10KMPOBaTb BO3MOXHOCTb
nposeaeHnA TpaHBaKLLMVI C UCMNO/Ib30BaHNEM OHNaNH-6aHKMHra. B TO ke BpemaA, akTUBHbIMU OCTA/TUCb
TaKkune (IDYHKLJ,MM KAMEHTOB BbaHKa KaK CHATUe Ha/IMYHbIX, NN1aTEXHN C UCNOJIb3OBaAHMNEM YMNMA KaPTbl U ee
PIN-Koga, a Tak»Ke npoyne onepauumn, cBaA3aHHble C onsiaTol cYeToB.

AHann3 3K3eMnaApoB BpeAOHOCHOW NPOrpamMmmbl aHanUTMKamm ESET nokasbiBaeT, YTO OHa Hale/leHa Ha
KomnpomeTaumio 6aHKOB U3 A0BO/IbHO AJIMHHOIO CNMCKA PasHbiX CTpaH mupa. OTMETUM, YTo
BpPEeAOHOCHan KaMnaHMA Havanack, No KpaiHein mepe eule B pespane 2016 r. O6patnte BHUMaHME, YTO
BpeaoHocHoe MO Retefe y:ke aKTMBHO MCNONb30BANOCH 3/I0YMbILLIEHHUKAMM W 40 3TOW KaMnaHWW, HO
NpW 3TOM 3/10YyMbILWNEHHWUKM UCNO/b30BaM APYrMe MeToAbl €e PacnpoCTpaHeHus.

B cnyyae NomnbITKM NOAKAOYEHMS NONb30BaTENA K CUCTEME OHNANH-OaHKMHTa U3 CNIUCKa BPeg0HOCHOM
nporpammbl Ha CKOMMNPOMeTUpPOBaHHOM cucteme, Retefe moandumumpyeT Beb-cTpaHuLy caiiTa OHAalH-
6aHKMHra v NbITaeTcs YKPacTb KOHOUAEHLMANbHbIE AaHHbIE A1 BXOAA B aKKayHT.


http://www.bbc.com/news/business-37907441
http://corporate.tescobank.com/25/news/news-releases/tesco-bank-announces-full-service-has-resumed-for-customers/?newsid=291
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MepBoOHa4YanbHOE 3aparkeHne BpeoHOCHOM NPOrpaMmmon NnponcxoauT Yyepes ¢paiis, KoTopbli HanmcaH
Ha JavaScript n 0bHapyKMBaeTca aHTUBMPYCHbIMM NpoayKTamu ESET Kak JS/Retefe. B kauecTtse
MeXaHW3Ma ero pacnpocTpaHeHUs, 310YMbILLIEHHUKN BbIOpPaiM MeTo/, BNOXKEHUIN COOOLLLEHNI
3/IEKTPOHHOM NOYTbl, MAaCKMpPYA ero nog cyet-GakTypy, yBegoMAeHMe 0 3aKase n ap. lMocne 3anycka, oH
YCTaHaB/AMBAET B CUCTEMY HECKOJIbKO CBOMX KOMMOHEHTOB, BK/tOYas, CEPBUC aHOHUMHOM ceTn Tor. 3Tn
BPeA0HOCHbIE KOMMNOHEHTA MCMOb3YIOTCA A1 HAaCTPOMKM NPOKCU-cepBepa Npu paboTe ¢ 6aHKOBCKMMM
Beb-caliTamum.

MpY NonbITKe NOAb30BaTENA NOAYYUTb AOCTYN K CAlTy OHNANH-BaHKMHIA, OH CKPbITHO
nepeHanpasnseTca Ha ¢panblUMBYIO KOMKUIO 3Toro Beb-caiTa. Retefe Tak:ke Aobasnser B cuctemy
banblwmMBbIN KOpHEBOW LUMdPOBOI cepTUPMKAT, KOTOPbIV 3aMaCKMPOBAH NOA NETMTUMHbIN. s
MaCKMPOBKM Ucnonb3yeTca danblimeans MHGOPMALLMA O TOM, YTO CEPTUOUKAT BbiN BblAaH U
NoATBEPXKAEH U3BECTHbIM LieHTpoM cepTudmKaumm Comodo. ITOT NpMem CyLLECTBEHHO YCNOXKHAET
0b6Hapy:KeHWe BpPeAoHOCHOM aKTUBHOCTU NoJib3oBaTenem. MNpn 3Tom o4eBUAHO, YTO 3Ta Npobaema He
MMeeT HUKAKOro OTHoLLEeHUSA K 6e30nacHOCTM onpeaeneHHoro 6aHka.
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Kopg, BpeaoHOCHON Nporpammbl yCNeLwHO MOXKET KOMNPOMETMPOBaTb BCe OCHOBHble Beb-6pay3epbl,
BKAtoyasn, Internet Explorer, Mozilla Firefox n Google Chrome. B HeKkoTopbIx cny4asx, Retefe nbitancs
ybeanTb Nnonb3oBaTena yCTaHOBUTb MOOUIbHBIA KOMMOHEHT, KOTOPbIN 06HapyKMBaeTcA
aHTUBMPYCHbIMM npoaykTamu ESET kak Android/Spy.Banker.EZ. 3ToT MO6MAbHbBIA KOMMOHEHT
ncnonblyetcs ana obxona AByxdakTopHon 2FA-ayTeHTUDUKaLMKN. HUxKe NpeacTaBNeHbl CKPUHLLOTbI
3TOro MobW/IbHOrO KOMMOHEHTA.




AHTUBUNPYC

eT

£ 700

HAA

SALLLMTA BU3HEC-KJTACCA

0 Raiffeisen SmsSecurity

@

soogle+

o

Hangouts Keey

RAIFFEISEN
SmsSecure - Quick Start Guide
It will be offered a free mobile application that was

developed by our IT professicnals and combines all
modern development in the field of safety
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The new use rules in accordance with, any attempt to
enter your bank account may be implemented using
one-time password. This password, you can generate
with the help of this program for your smartphone.
Press Generate password and the system will generate
your one-time password. Fill it in to your online banking,
when it will be requested. This password is only
available for a try. Therefore, do not delete this program.
Without it you can not use your bank account

Generate password

© Raiffeisen Schweiz

O

SmsSecure is a mobile application for generation one-
time password for access to your account. At the same
time, you can encrypt with SmsSecure incoming sms and
store in the crypto container and secure. This guarantees
the highest safety level.

Follow the instructions in the SmsSecure Wizard. In the
program you will find a menu item, where you can gener-
ate a unique password. At the same time SmsSecure is to
use it as a standard program to work with sms.

Thanks for the great selection.

| have read the Quick Start Guide. Continue.
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Your password:
303960
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AHanutukm ESET TaK»Ke NpoaHan3MpoBanu 1 ApYroli BapMaHT BPEAOHOCHONM NPorpaMmbl, KOTOPbIV
obHapymBaetca Kak JS/Retefe.B. 3Ta moandmKaLms NCNONb3YET 40BOIbHO FPOMO3LKNIA METOS,
[0CTyNa K aHOHMMHOV ceTu Tor. OH 3aK/104aeTca He B MCMO/1b30BaHUK ceTu Tor Hanpsmyto, a Yyepes

cepsuc Tor2Web.

Retefe Haxoannca nog 06bEKTMBOM aHTMBMPYCHbIX MCC/iea0BaTeNel U paHee, Koraa B Havyasle 3Toro
rofa BpeAoHOCHasA NporpaMmma akTMBHO MCMO/b30Bafach A1A KoMNpomeTaumm 6aHKoB
BenunkobputaHuu. C Tex nop, aBTopbl 406aBMUAN B HEFO MOBU/IbHBIM KOMMOHEHT, @ TaKXKe paclmpuin

CMUCOK uenen.
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MpoBepKa cucTembl Ha 3apaKkeHue

Monb3oBaTensm cepBUCOB OHNANH-OAaHKMHIA, KOTOPbIE YKa3aHbl HUMXKE, PEKOMEHAYETCA BPYUHYHO
NPOBEPUTb HAMYMNE CNEAYIOWMX NHANKATOPOB KOMMIPOMETALMM BPELAOHOCHON MPOrPaMMON UK Ke
NCNoab30BaTh caeaytouLyo Beb-ctpaHumuy ESET ana nposepku.

OZHMM 13 MHAMKATOPOB KOMMNPOMETALMN ABAAETCA NPUCYTCTBME (aNbLUMBOTO KOPHEBOTO LMPPOBOro
cepTMduKaTa, KOTOPbII, AKOObI, 6blN BblAaH LeHTpom cepTudmKkaumm Comodo. Mpu aTom agapec

3/1EKTPOHHOW NOYTHI BblAABLUIEN OpraHn3aLMm COOTBETCTBYET agpecy me@myhost.mydomain.

[Ons Beb-6paysepa Mozilla Firefox cnegyeT oTKpbITb MeEHEAXKEP CEPTUDMKATOB.

Cenificate Viewer:"COMODO Centification Authodity - COMODO CA Limited x Centrficate Viewer"COMODO Certification Autherity - COMODO CA Limited x
Generl Details General Detail
Could not verify this certificate because the issuer is unknown. Certit

Issued To
CammenNeme (CN)  COMODO Centification Autherity
Organization (0) COMODOC

Serial Number

Certificate Fields

Issued By ~ Certificate
CommenName (CN)  COMODO Certification Authority Version
Organizatien (0) COMODO CA Limited Serial Number
COMODO ¢ Centificate Signature Algorithm
Period of Validity [
Begins On utorsk, 5, jula 2016 “Valdity
Expires On piatek, 3. jila 2026 ot Before
Fingerprints et After v

SHA-256 Fingarprint

Field Yalve

SHAI Fingerprint

Export..

[nsa npounx Beb-6pay3epos, NpucyTcTBME CEPTUOUKATA MOMKHO NPOBEPUTHL € NomoLbto MMC (Microsoft
Management Console).

IE File Action View Favorites Window Help

e xFH o= HE

[ Console Root Issued To Issued By Expiration Date  Intel
4 Ll Certificates - Current User
4 || Trusted Root Certification Authorities
| Certificates
— [5;/COMODO Certification Authority COMODO Certification Authority 7/3/2026 <All
Certificate |
s e —
General | Details | Certification Path
Show: [<All> -

Field Walue Sl
[=] version V3
[ serial number 0026 1d 53 26 58 ce ad c2 I
[ signature algorithm sha256R5A PImn
] 1ssuer me@myhost.mydomain, COM... I |
—ETTOTY T |
DVahd to Friday, July 03, 2026 2:27:43 ...
[Flahiact mea@muhact mudamzin_ COM S "
E = me@myhost.mydomain
ICN = COMODO Certification Authority
10U = COMODO Certification Authority "
O = COMODO CA Limited
L = salford
S = Greater Manchester "
C=Us (l

Mbl Habatoganm ABa TakMX danblUMBbIX cepTUdPMKaTa, MHGOPMALMA O KOTOPbIX NPeacTaBieHa HUXKe.


https://www.eset.com/int/retefe-malware-checker/
https://support.mozilla.org/en-US/questions/999481
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Senal number: 00:AG:1D:63:2C:55:CEAD:C2

Valid from: Tuesday, July 05, 2016

Expires: Friday, July 03, 2026

lssuer: me@myhost. mydomain, COMODO Certification Authority

senal number: 00:97:65:C4:BF:ED:AB:55:68

Valid from: Monday, February 15, 2016

Expires: Thursday, February 12, 2026

lssuer: me@myhost.mydomain, COMODO Certification Authority

Opyrum nHAMKaTOPOM KOMMNPOMETaLUMM ABNAETCA NPUCYTCTBME B CUCTEME BPeAOHOCHOro CKpMnTa Proxy
Automatic Configuration (PAC), KOTopbIli YKa3bIlBaeT Ha caeayowmii .onion 4OMEH.

heoop/YonionDomain®e/%erandome. js ?ip=%publicIP%

Mpu aTom nepemeHHan %onionDomain% npeacrtasaseT coboi onion AOMEH, MPON3BOIbHO BblIOPAHHbIN
N3 KoHoUrypaumoHHoro daina. NepemeHHana %random% npeactaBaset coboi CTPOKY M3 BOCbMU
cumBos10B andasuta A-Za-z0-9. %publiclP% ykasbiBaeT Ha Nyb6anYHbIM agpec. NMpumep TakoM CCbIIKK
NpeAcTaB/eH HUXe.

heaep:ledloifgufljhzfod .onion.linkovsP2YID js%ip=100.10.10.100


https://blogs.msdn.microsoft.com/ieinternals/2013/10/11/understanding-web-proxy-configuration/
https://blogs.msdn.microsoft.com/ieinternals/2013/10/11/understanding-web-proxy-configuration/
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" Local Area Network (LAN) Settings .

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[7] Automatically detect settings

Proxy server

A IUse a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: Port: | 80 Advanced

Bypass proxy server for local addresses

[ Ok ] [ Cancel

LAM Settings do not apply to dial-up connections. LAM settings

Choose Settings above for dial-up settings.

O ] [ Cancel Apply

MNHANKATOPOM KOMMNPOMETaLMU TaKKe ABAAETCS NPUCYTCTBME HA YCTPOMCTBE nog ynpasaeHnem Android
BpeaoHOoCHoM nporpammbl Android/Spy.Banker.EZ.

B cniyyae ob6HapyKeHHOro 3apakeHns cuctemMbl BpeAoHOCHOM nporpammont Retefe, cnegytowme
,Cl,el‘;ICTBVIFI HYXXHO BbINO/IHUTb OANA NTNKBUAAUUN 3TOrO 3apa*KeHUA.

1. Ecnn Bbl UICNO/IB30BAN O4HY U3 CUCTEM OHﬂaVIH-GaHKMHFa, Ha KOMnpomeTauuto KOTOpOVI HaueneHa
BpeAOHOCHaA Nporpamma, UsmeHuTe cBOM Nnapo/sib Ha AO0CTYN B aKKayHT OHﬂaﬁH-6aHKMHFa, a TaKXxe

nposepbTe NPUCYTCTBUE HENTETUTUMHDbIX onepau,mﬁ ¢ 6aHKOBCKUM CYETOM.

2. Ypanute ns cuctemsl ckpunt Proxy Automatic Configuration (PAC)



https://blogs.msdn.microsoft.com/ieinternals/2013/10/11/understanding-web-proxy-configuration/
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RS .

&) Local Area Network (LAN) Settings .

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

e automatic configuration script

Address

Proxy server

F Lse a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: Port; | 80 Advanced

Bypass proxy server for local addresses

Ok, ][ Canicel ]

LAM Settings do not apply to dial-up connections. LAM settings

Choose Settings above for dial-up settings.

K ][ Cancel ] Apply

3. Yganute ns cuctemol BblleyNnoOMAHYTbIN LnMbpoBoin cepTuduKar.

4. B KauecTBe NPOAKTMBHOM 3aLLMUTbl UCNOb3YMTEe HaZEeKHOe cpeacTBO 6e30nacHOCTU ¢ GyHKL el
obecneyeHnn 6€30NacHOCTM onepaumnin OHNANH-6aHKUHra.

Huke npeacTaBaeH CNMCOK Beb-caToB OHMNaNH-6aHKMHIa, Ha KOMMNPOMETaLMIO KOTOPbIX HaleseH
Retefe.

* facebook.com
* bankaustria.at
* bawag.com

* bawagpsk.com
* bekb.ch

* bkb.ch

* clientis.ch

* credit-suisse.com
* easybank.at

* eek.ch

* . gmx.at
*.gmx.ch
*.gmx.com

* . gmx.de


https://www.eset.com/int/home/internet-security/
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* gmx.net

* if.com

* lukb.ch

*.onba.ch

* paypal.com

* raiffeisen.at

* raiffeisen.ch

* static-ubs.com
*.ubs.com

*.ukb.ch

*.urkb.ch

*.zkb.ch

*abs.ch

*baloise.ch
*barclays.co.uk
*bcf.ch

*bcj.ch

*bcn.ch

*bcv.ch

*bcvs.ch

*blkb.ch
*business.hsbc.co.uk
*cahoot.com
*cash.ch

*cic.ch
*co-operativebank.co.uk
*glkb.ch
*halifax-online.co.uk
*halifax.co.uk
*juliusbaer.com
*lloydsbank.co.uk
*lloydstsb.com
*natwest.com
*nkb.ch

*nwolb.com
*oberbank.at
*owkb.ch
*postfinance.ch
*rbsdigital.com
*sainsburysbank.co.uk
*santander.co.uk
*shkb.ch
*smile.co.uk
*szkb.ch
*tescobank.com
*ulsterbankanytimebanking.co.uk
*valiant.ch

*wir.ch
*zuercherlandbank.ch
accounts.google.com
clientis.ch
cs.directnet.com
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e-banking.gkb.ch

eb.akb.ch
ebanking.raiffeisen.ch
hsbc.co.uk

login.live.com
login.yahoo.com
mail.google.com
netbanking.bcge.ch
onlinebusiness.lloydsbank.co.uk
tb.raiffeisendirect.ch
uko.ukking.co.uk

urkb.ch

wwx.banking.co.at
wwx.hsbc.co.uk
wwx.oberbank-banking.at
wwwsec.ebanking.zugerkb.ch



