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Ceptudukarbl D-Link n Changing Information Technologies
MCNOJ/1b30BaIUCh A4NA NoANUCU BpeaoHocHoro MO

10 uronsa 2018 200a

ESET obHapykuna HoByto KubepKaMnaHu1o, B KOTOPOW MCMOb3YIOTCA YKpadeHHble cepTUduKaTbl Ans
nognucu koaa. Undposblie ceptudmkatsl D-Link Corporation n Changing Information Technologies

YKpageHbl BbICOKOKBANMPULMPOBAHHON KMBEPLLUMMOHCKOW rpynmnoi, OpueHTUPOBaHHOM Ha BocTouHyto
Asunio.
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Mbl 3aduKCMpoBann BpeAOHOCHYO KaMNaHMIO, KOTAa HALWM CUCTEMbI OTMETU/IM HECKO/IbKO daitioB KaK
noaospuTenbHble. MHTepecHo, YTo OTMeYeHHble daiabl nmenn LMdpPoBy NOANUCH C AeNCTBUTENIbHBIM
ceptudumkaTtom KomnaHum D-Link Corporation. ToT e cepTudmKaT Mcnonb3oBanca 4aa NoanucK
nerutumHoro MO D-Link; ckopee Bcero, aToT cepTuduKaT bbln yKpageH.

MoaTtBepanB BpeAoHOCHOCTb dalifia, Mbl coobwmnm o npobaeme B D-Link, KoTopasa Hayana cobcTBeHHOE
paccnenoBaHue. B pesynbtate 3 MOAA KOMMNAHWA 0TO3Ba/1Ia CKOMMNPOMETUPOBAHHbBIN LnMdpoBOi
cepTudmKar.


https://securityadvisories.dlink.com/announcement/publication.aspx?name=SAP10089
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Digital Signature Details ? X n  Certificate X
General  advanced General Details  Certification Path
—_, Digital Signature Information Show: | <All> v
g! This digital signature is OK.
Field Value 2
Signer information Dlssuer Symantec Class 3 SHA256 Code Si...
MName: ID-Link Corporation Bh‘alid from Thursday, September 29, 2016 5:...
[=]valid to Monday, September 30, 2013 45...
E-mail: INot available =] Subject D-Link Corparation, MIS, D-Lin
o [=]Public key R5A (2043 Bits)
Signing time: IWednesday, January 24, 2018 11:43:43 PM DPuinc key parameters 0500
Basic Constraints Subject Type=End Entity, Path Le...
View Certificate FElen1 Pictriby inn Drinte T11R1_Nictribi itinn Brint: Dictrihot N
Countersignatures gﬁ : Eq_ILS'nk Corporation
_ ) O = D-Link Corporation
Mame of signer; E-mail address: Timestamp L = Taipei
Symantec Time ... Mot available Wednesday, Januar... g =—-'I|—'?ni,.'wan
Details
Edit Properties. .. Copy to File...
QK

PucyHok 1. Lugposoli cepmugpukam D-Link ucnons3yemca 024 nodnucu epedoHocHozo 10

BpepoHocHoe MO

B xoae vccnenoBaHMA Mbl HalWIM ABa CEMENCTBA BPEAOHOCHbIX MPOTrPamMm, UCMOb3YOWNX YKPAAEHHble
cepTuduKaTbl — 63KA0P ANA YAANEHHOrO yNpaBaeHUs LeneBbiM YCTPOUCTBOM M CBA3AHHbIN C HUM
KOMMOHEHT AN Kpaxu naponei. HeaasHo JPCERT onyb1vKkoBan AeTanbHbI aHanus 6akaopa Plead; no
MHeHuto Trend Micro, oH Mcnonb3yeTca KnbepLunmMoHckon rpynnoi BlackTech.

Momunmo obpasyos Plead c yumdposoit nognucbto D-Link, mbl aeHTMdUUMpPOBann obpasLbl, NoANUCaHHbIE
cepTudunkaTom TariBaHbcKkon MB-komnaHumn Changing Information Technology Inc.


https://blog.jpcert.or.jp/2018/06/plead-downloader-used-by-blacktech.html
https://blog.trendmicro.com/trendlabs-security-intelligence/following-trail-blacktech-cyber-espionage-campaigns/
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Digital 5i E ? ah Certificate X
General  advanced General Details  Certification Path
—. Digital Signature Information Show: | <All> "
A certificate was explicitly reveoked by its issuer,
Field Value 2
Signer information Dlssuer Symantec Class 3 SHAZ256 Cod...
Mame: IChanging Information Technology Inc. Bh‘alid from Sunday, June 4, 2017 5:00:00...
|:|\.l'alid to Wednesday, June 20, 2018 4:...
E-mail: INot available =] Subject Changing Information Technal...
o [=]Public key RSA (2048 Bits)
Signing time: [Sunday, June 3, 2018 8:28:18 PM [ Public key parameters 05 00
Basic Constraints Subject Type=End Entity, Pat...
View Certificate FElen1 Pictriby inn Drinte T11CB1_Dictrihiitinn Prints Digte
. CM = Changing Information Technology Inc.
Countersignatures O = Changing Information Technology Inc.
_ ) L = Hsinchu
Mame of signer; E-mail address:  Timestamp = = Taiwan
Symantec Time ... Mot available Sunday, June 3, 2018 ... C=Tw
Details
Edit Properties. .. Copy to File...
QK

PucyHok 2. Lugposoli cepmugpukam Changing Information Technology Inc. ucrnonesyemcs 0as noonucu

spedoHocHozo 10

Ceptudukrat Changing Information Technology Inc. oto3saH 4 ntona 2017 roga, ogHako rpynna BlackTech
BCE eLlle UCNOob3yeT ero Ans NoANUCHU CBOMX BPEAOHOCHbIX MHCTPYMEHTOB.

BO3MOYKHOCTb KOMNPOMETALMUMN HECKONIbKMX TaBAHBCKUX TEXHOIOTMYECKUX KOMMaHMWI U MOBTOPHOE
MCMO/b30BaHME UX CEPTUDUKATOB B HOBbIX aTakax AEeMOHCTPUPYET BbICOKYHO KBaMOUKaLLMIO KMbeprpynmbi

N ee NHTepec K AaHHOMY PErnoHy.

MoanucaHHble 06pasupl Plead cnabHO 06¢ycumpoBaHbl C NOMOLLbI MYCOPHOTO KOAa, HO HazHaYeHue
BpesoHocHoro MO eanHo BO Bcex 06pasLax — 3arpy3unTb C y4a/IEHHOTO CEPBEPA UM OTKPbITb C JIOKA/IbHOTO
AVCKa HebobLIOM 3aWMPPOBAHHbIN ABOUNYHbIN 6106. OH coaepKUT 3alMbPOBAHHbIN LENN-Koa,

3arpy:xatoumii GuHanbHbIA Moaynb 63kaopa Plead.



-text:B80481CEB call dummy_func_A1
-text:ga4@1Cco0 push 48h ; '@’ ; _DUWORD
-text:804081C92 push 1888h ; _DUWORD
-text:00481C97 push Caaoaeh ; _DUWORD
-text:00481C9C push edi ; _DWORD
-text:00481C9D call kerneld2 GetCurrentProcess
text:00481CA3 push eax ; _DWORD
text:00401CAL call kernel32 VirtualAllocEx
text:B80481CAR mou edi, eax

.text:@80481CAC test edi, edi

-text:80401CAE jz loc_ 4@1D9B

-text:00401CEL call dummy_func_1
text:00481CE9 push esi ; Format
text:00481CBA call ebx ; printf
-text:00481CEBC pop eCX

text:00481CED call dummy_func_1
-text:88481CC2 call dummy_func_3
-text:8084B1CCY call dummy_func_A1
-text:80461CCC push esi ; Format
-text:@8481CCD mov [ebp+1pString2], edi
text:aou81CcDA call ebx ; printf
-text:08481CD2 call dummy_func_1
-text:00481CDY call dummy_func_1
text:068481CDC call dummy_func_2
-text:88481CE1 call dummy_func_A1
-text:B804B1CES call dummy_func_A1
-text:804B1CEB call dummy_func_2
-text:00401CFA call dummy_func_3
-text:004B1CFS push [ebp+var_A4] ; Size
-text:00481CF8 push [ebp+3ircC] ; Src
text:00481CFB push edi ; Dst
text:00481CFC call memcpy

PucyHok 3. ObghycyuposaHHsbili Koo 6akdopa Plead

MHCTPYMEHT A1A KparkK Naposeit ncnosibsyetca ans cbopa coXxpaHeHHbIX Naposei B CAeayoLmx
MPUNONKEHNAX:

— Google Chrome

— Microsoft Internet Explorer
— Microsoft Outlook

— Modzilla Firefox

3auem KpacTtb undposblie ceptuduKkaTol?

Mcnonb3oBaHWe yKpageHHbIX LNMPPOBbIX CEPTUPUKATOB — OANH M3 CNOCOBOB MackMpoBKU. CepTudUKaTbI
NMOMOratoT BPeAOHOCHbIM NPOrpamMmMam BbIrALETb Kak 1ETUTUMHbIE U, 3HAYMT, 06X0AMUTb 3aLUTY, He
BbI3bIBasi MOLO3PEHUI

BeposTHO, camoe nsBecTtHoe BpegoHocHoe MO, MCNoNb30BaBLUEE HECKOJIbKO KYYXKUX» CepTUPUKATOB

— Stuxnet, obHapykeHHoe B 2010 roay v M3BECTHOE KaK NepBoe KNbepopyKune, opueHTMpoBaHHOE Ha
KpUTUYECKYI0 MHPPACTPYKTYpY. Stuxnet ncnosbsosan umudposble cepTudmKaThbl, yKpageHHble y RealTek n
JMicron, U3BeCTHbIX TEXHO/IOTUYECKUX KOMMNaHUK U3 TaMBaHsA.

Tem He meHee, 3Ta TaKTMKa He ABAAeTCA NCKNHOYNTENIbHOM ANA TaKnx MacLWTabHbIX MHUNOEHTOB, KaK
Stuxnet, o yem CBMAETENbCTBYET U NocnegHee OTKPbITHUE.


https://www.welivesecurity.com/?s=stuxnet
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MHAuKaTopbl KOMNpoMeTauum:

JetekTupoBaHue npogyKkrtamum ESET:
Win32/PSW.Agent.0OES trojan

Win32/Plead.L trojan
Win32/Plead.S trojan
Win32/Plead.T trojan
Win32/Plead.U trojan
Win32/Plead.V trojan
Win32/Plead.X trojan
Win32/Plead.Y trojan
Win32/Plead.Z trojan

HenoanucaHHble 06pasuybl (SHA-1):

80AE7B26AC04CO93AD693A2D816E8742B906CCOE3
62A693F5E4F92CCB5A2821239EFBESBD792A46CD
BO1D8501F1EEAF423AA1C14FCC816FAR81IACSEDS
11A5D1A965A3E1391E840B11705FFC02759618F8
239786038B9619F9C22401B110CFOAF433E0CEAD

MoanucaHHbie 06pasybl (SHA-1):

1DB4650A89BCT7C810953160C6E41A36547E8CFOB
CA160884AE90CFE6BECS5722FAC5B908BEFT77DI9EEF
9C4F8358462FAFD83DF51459DBE4CDSESE7F2039
13D064741B801E421E3B53BC5DABFA7031C98DD9

C&C-cepBepbl:

amazon.panasocin([.]com
office.panasocin([.]com
okinawas.ssl443[.]org

CepuiiHble Homepa cepTUdUKaTOB ANA NOLNUCU KOAaA:

D-Link Corporation:
13:03:03:E4:57:0c:27:29:09:E2:65:Dd:B8:59:De:Ef
Changing Information Technology Inc.:
73:65:ED:E7:F8:FB:B1:47:67:02:D2:93:08:39:6F:51
1E:50:CC:3D:D3:9B:4A:CC:5E:83:98:CC:D0:DD:53:EA



