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Sathurbot: pacnpepeneHHas ataka Ha WordPress-cauTbl

11 anpens 2017 200a

Mouck GnnbMoB M codTa Ha TOPPEHTAX COMPAMNKEH C HEKOTOPbIM PUCKOM. ECTb LIAHC MOAYUYUTb CCbIKM
Ha TOPPEHTbI, pa3MeLLeHHbIe Ha CaliTax, KOTopble He MMELOT HUYero obuuero ¢ ¢palinoobmeHom. MpocTo
OHW paboTatoT Ha WordPress 1 6bl1M CKOMMIPOMETUPOBaHbI.

B oTyeTe pacckasbiBaemM 06 akocucTeme TposiHa Sathurbot — pacnpocTpaHeHMM Yepes TOpPPEHTbI 1
6pyTdopc-atakax Ha WordPress-caiiTbl.
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Sathurbot pacnpoctpaHseTca Yepes CKpbITbie CTPAHMLbI C TOPPEHTAMM, PAa3MELLEHHbIE Ha
CKOMMNPOMETMPOBaHHbIX caiiTax. Mosb30BaTe b NONaAaeT Ha TaKMe CTPAHML,bl U3 MOUCKOBOW BblAAuM,
Koraa nbitaetca HanTn ¢ouabm unm copt. HekoTopble cTpaHuLbl Mcnonb3yoT HTTPS:
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Go gle baywatch 2017 download torrent Q H m

All Images Videos Mews Maps Mare Settings Tools

About 1,960,000 results (0.70 seconds)

Baywatch 2017 (Eng) Full Movie Torrent Download — Homy Store ...
homy.com.sa/archives/1549 «

Oct 31, 2016 - Baywatch 2017 [English] WEB-DL Full Download Torrent Baywatch 2017 English
(DVD-R) Download Free Torrent Two incredible potential ...

m

Baywatch 2017 (English) Torrent Download | ipanema
https://ipanema.co.il/baywatch-2017-english-torrent-download/ = Translate this page

MNov 8, 2016 - Baywatch 2017 [23RUS] Torrent Download Baywatch 2017 Full Download Torrent
Two potentially inconsistent euml; le compete for jobs ...

Baywatch 2017 BluRay YIFY movie download torrent — LCCG
lccgl.co.uk/baywatch-2017-bluray-yify-movie-download-torrent -

Mar 3, 2017 - Lifeguard Mitch Buchannon butts leaders deal with a rash of new recruits. At the risk of
I criminal plan the local Bay will strip. The Shack 2017.

Baywatch[wnh the rock]"Full"Movie"[Torrent] Download - YouTube
hitps:/www youtube comiwatch?v=T7b438jwhM-wévl=en

Jul 10, 2016 - Uploaded by Saking MNgapaks

Baywatch[with the rock]"Full"Movie"[Torrent] Download __. Baywatch Official
PLaboaud Trailer #1 (2017) Dwayne ..

Baywatch 2017 [DVDRip-AVC] Full Download Torrent - Eff It Helps
efi-it-helps.com/2016/10/31/baywatch-2017-dvdrip-avc-full-download-torrent/

Oct 31, 2016 - Two coast guard candidates are unlikely to compete for the job along with Body fans who
patrol the coast in California. Baywatch 2017 Torrent _..

Baywatch 2017 Full Download Torrent — tumkurmart I
www. tumkurmart.com/notesdvd/baywatch-2017-full-download-torrent/ =

Baywatch lifeguard is very serious, which work in partnership to focus on the young and daring. They
must work together to protect their beaches all forms of ...

Baywatch 2017 Movie Download HD DVDRip Torrent - FuIIMowepk

NI ol erdien
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All Images Videos News Mare Settings Tools

About 498 results (0.45 seconds)

UTouchPOS Point of Sale touchscreen Cash 64-Bit — CU CUCINE
www.cucucine co.uk/utouchpos-point-of-sale-touchscreen-cash-64-bit/ v

24 Feb 2017 - touch screen point of sale POS UTouchPOS Silver Software ... UTouchPOS Point of
Sale touchscreen Cash Download Torrent; UTouchPOS .

UTouchPOS Point of Sale touchscreen Cash download torrent | Niner ...
ninerempire.com/utouchpos-point-of-sale-touchscreen-cash-download-torrent/

4 days ago - UTouchPOS software sales point Touch POS cash. Download complete Restaurant
Point of Sale and Retail POS activation coded version.

UTouchPOS Point of Sale touchscreen Cash torrent download - Feira ...
https://feirademarco_pt/utouchpos-poini-oi-sale-touchscreen-cash-torrent-download/ »
UTouchPOS Point of Sale touchscreen Cash. UTouchPOS point of sale touch screen POS POS
Software. Download open the complete restaurant guide Point of .

UTouchPOS Point of Sale touchscreen Cash torrent download - kiteni
kiteni muniecharati gob pe/ _ /utouchpos-point-of-sale-touchscreen-cash-torrent-down
UTouchPOS Point of Sale Software Touch Screen POS cash register. Implement comprehensive
restaurant POS and retail point of sale to the original code.

UTouchPOS Point of Sale touchscreen Cash x86 download torrent ...
https:/ivermorel eu/utouchpos-point-of-sale-touchscreen-cash-x86-download-torrent/ «
9 Feb 2017 - Torrent Health. Download. UTouchPOS Point of Sale touchscreen Cash.
UTouchPOS Touch Point of Sale Software POS Cash. Download full .

UTouchPOS Point of Sale touchscreen Cash download | Profit

profit fitnessacademy.com ua/utouchpos-point-of-sale-touchscreen-_. » Translate this page
11 Feb 2017 - Seeds 33 Peers 18 UTouchPOS Point of Sale touchscreen Cash download
Download torrent touch POS point of sale cash UTouchPOS ...

UTouchPOS Point of Sale touchscreen Cash download torrent ...
customsnkr.com » siuff.exe ~

14 Oct 2016 - UTouchPOS point of sale touch screen POS cash register software. Restaurant full
load and Retail POS Point of Sale version with activation
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3anycTuB 3arpysky, Bbl 0OHapPYKMTE MHOTO pa3fatoLLmX, CKaYaHHbIE TOPPEHTbI HE Bbi3bIBAOT 0COObIX
noA03peHui.

ToppeHT ¢ puabmom cofepKUT Buaeodainn, TEKCTOBbINA LOKYMEHT C MHCTPYKLMAMMU U UHCTANNATOP 1A
KOAEKa, TOPPPEHT C COPTOM — UHCTANNATOP U MHCTPYKUMIO. Mpobaema B MHCTANAATOPE — 3aMyCK 3TOro
ncnonHsemoro daiina sarpyaet B cucremy DLL-6ubanoTeky Sathurbot.

TORRENT TORRENT PAYLOAD SEARCH HARVESTED
DNS C&C
SEEDERS VI CTI M PAGE dynamic hardcoded LOCATION ENGINE WEBSITES
|
searches for torrent |
gets search results

clicks on

search results

downloads
torrent

torrent request

content + .EXE

executes .EXE

|

Mocne 3anycka ucnoaHaemoro daina TpoaH oTobpaskaeT noaaensHoe coobuieHne 06 owmnbke (cm.
HU¥Ke). Ha camom gene, 3arpyska ycrnewHo npoxoant 8 GOHOBOM pexkume, U KOMMbIOTEp BXOAUT B
cocTtaB 6oTHeTa Sathurbot.
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@, Instaler integrity check has failed. Common causes indude
l[ :' incomplete download and damaged media. Contact the installers
author to obtain new copy.

Mare informatin at:
http: fjnsis.sf.netMNSIS_Error
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'ﬁ MSIS Error ﬂ

@ The installer you are trying to use is corrupted or incomplete,

This could be the result of damaged disk, a failed download or a virus.

You may want to contact the author of this installer to obtain a new
copy.

It may be possible to skip this check using the /NCRC command line
switch
(NOT RECOMMENDED)

BaKgop u 3arpysumk

Mocne yctaHoBKM Sathurbot BbinonHseT DNS-3anpoc K ynpasastowemy C&C cepsepy. TpoaH moxKeT
06HOBAATLCA, 3arpyKaTb U 3aMyCKaTb Apyrue ucnonHsaemole ainbl. B xoae nccnenoBaHmsa Mol
Habntoganu yctaHoBky Boaxxe, Kovter u Fleercivet, Ho He ¢aKT, 4To onepaTopbl OrpaHUYaTCA STUMM
nporpammamu.

codE s BERE AesnTLIEE aaan #2S % &

Filter | Izl Expression... Clear Apply  Save req  remote
Source Source Port  Destination Destination Port ~ Protocol Length Host Address Info
192.168.80.133 64.6.64.6 DNS 79 Standard query Ox545e TXT zeusgreekmaster.xyz
64.6.64.6 132.168.80.133 DNS 207 Standard query response 0x545e TXT zeusgreekmaster.xyz TXT TXT
E Answers

=l zeusgreekmaster.xyz: type TXT, class IN

Name: zeusgreekmaster.xyz

Type: TXT (Text strings) (16)

Class: IN (Ox0001)

Time to Tive: 1800

Data length: 51

TXT Length: 50

TXT: w=spfi include:spf.efwd.registrar-servers.com ~all
[l zeusgreekmaster.xyz: type TXT, class IN

Name: Zeusgreskmaster.xyz

Type: TXT (Text strings) (16)

Class: IN (0x0001)

Time to Tive: 1800

Data length: 53

TXT Length: 52

TXT: &5bdfi124348f7eb9160b3bzbase2Tbeb39480Tesdcfdobidadrc

0000 00 OC 29 e4 7e 88 00 50 56 T1 b9 d8 08 00 45 00
0010 00 cl a7 52 00 00 80 11 01 60 40 06 40 06 cO a8
0020 50 85 00 35 cd 3 00 ad be b9 54 5e 81 80 00 01
0030 00 02 00 0D 00 00 OF 7a &5 75 73 &7 72 65 65 &b
0040 6d 61 73 74 65 72 03 78 75 7a 00 00 10 00 01 cO
0050 OC 00 10 00 01 00 OO O7 08 00 33 32 76 3d 73 70
0060 66 31 20 69 68 63 6C 75 64 65 3a 73 70 66 Ze 65
0070 66 77 64 2e 72 65 67 69 73 74 72 61 72 2d 73 &5
0080 72 76 65 72 73 2e 63 6Ff &d 20 Fe 61 6c 6C O OC
0090 00 10 00 01 00 00 OF 08 00 35 34 ETSNETIN-SRN-ERN-TS .
(LT R 1 32 34 33 34 3B 66 37 65 62 39 31 36 30 62 33 [124348F7

00b0 2 32 62 61 34 36 32 66 62 36 62 33 39 34 38 30 b2ba462T

LIdRENEG 65 35 64 63 66 64 30 62 31 64 34 64 37 63
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TORRENT TORRENT PAYLOAD SEARCH HARVESTED
SEEDERS VICTI M PAGE DNS cec LOCATION ENGINE WEBSITES

dynamic_hardcoded

where is my C&C?

DNS TXT

calling home

periodical calls

instruction to download payload

requests payload

downloads payload

Oanee Sathurbot coobuwaet Ha C&C 06 ycnewHol ycTaHOBKe.

C6op gaHHDbIX

Sathurbot nonyyaet ot ynpasaawowero cepsepa cnmcok u3 5000 obuieynoTpebrmbix CN10B U UCNONb3YET
MX B KayecTBe NOMCKOBbIX 3anpocos B Google, Bing n flHaeKkce, 06beanHAA B dpasbl CAyYaliHbIM
obpasom. [lanee TposiH BbibUpaeT No 2-4 HOBbIX C/10B, KOTOPbIE Yallle BCEro BCTPeYatoTcA Ha calTax,
OKa3aBLUMXCA Ha NepBbIX CTPaHMLLAX MOMCKOBOW Bblaaun. HoBble, 6osiee cogeprkaTtesibHble ¢ppasbl
MCMNONb3YIOTCA BO BTOPOM payHAe MOUCKOB.

[Hanee Sathurbot nsyyaet caitTbl, NoNy4eHHbIE HA BTOPOM 3Tane Ha NepPBbIX TPEX CTPAHMLLAX NOUCKOBOM
BblAaun. TposH BbibMpaeT caliTbl nog ynpasneHvem WordPress, obpalasce K agpecy umagomeHa/wp-
login.php. ATakytowmx Takke nHTepecyet Drupal, Joomla, PHP-NUKE, phpFox, DedeCMS.

CobpaHHble gomeHbl nepegatotcs Ha BTopolt C&C cepsep.

TORRENT TORRENT PAYLOAD SEARCH HARVESTED
SEEDERS VICTIM PAGE DNS C&C LOCATION ENGINE WEBSITES

dynamic_hardcoded

2-4 word queries (from initial 5000 word set)

search results

parses words from
search results

2-4 word queries (more realistic)

search results

parses out domain
names from up to 3
pages of results

get /wp-login.php

response

root index

response

reports to C&C



http://имядомена/wp-login.php
http://имядомена/wp-login.php

MBUPYCHAHA 3ALLLA

PacnpeaeneHHasa ataka Ha WordPress

Btopoii C&C nepenaeT Ha 3apaxKeHHble KOMMbIOTEPbLI B COCTaBe HOTHETA yYeTHble AaHHble A/s
aBTOpPM3aLMKN HA MHTepecyoWwmMx gomeHax. Kaxkabii 60T 13 20 000 npeanpuHUMAET TO/IbKO OAHY
NnonbITKy BXOZa — 3TO N03B0/1AeT M3b6erKaTb NonagaHma B «4epHbIN CNUCOK» IP-aapecoB 1 6/10KMPOBKM.

TORRENT TORRENT PAYLOAD SEARCH HARVESTED
SEEDERS VICTIM PAGE DNS Ccec LOCATION ENGINE WEBSITES

dynamic hardcoded

list of user:password@domain for validity check

wp.getUsersBlogs

response

HER

reports confirmed credentials to C&C

B xoae vccnenoBaHua Ha ynpasasatowmii C&C cepsep 6bis1 Hanpas/ieH A5 NpoBepKu cnmcok ns 10 000
OOMEHOB.

Budp.com.un/xnlrpc.php

Cuww . jardinsdivers.fr/xmlrpc.php
Puuww. it as.no/xmlrpc .php
Challoweenfun ory.com/xmlrpc.php
Psolar. t co.uk/xnlrpc.php
Bdravnati com/xmlyrp
Pdogscat dhors c

Buww.commonkoz.

Puww.istruzionec «mlrpc.php

Pcentrosanaa.con/xmnlyrpe.php

7/
7/
/
g
/
g
y
/7
Y
/’

/

http:/

B aTaKkax ncnosbsyetca nHtepoeinc XML-RPC API:

<7xml version="1.8" encoding="izo—-8859-1"7>
<{methodCallX
tmethodMame >up.getlzersBlogs < /methodMame >
{params >

Cparamrivalue*kris<{ /value > paramr>
{paramr<value>albZc3d4<{ /value >{/param?>
</sparams ¥

</methodCallX>

Paspaua

Sathurbot ocHaleH 6ubnnoTekoli libtorrent. Mocne 3apaxeHns KOMNbIOTEPbI B COCTaBe HOTHETa ToXe
MOTYT pa3aBaTb BPeAOHOCHbIE TOPPEHTDI.
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Ble Edt View Go Coptwe Anayze Slmsba,ldqwmnx Tools Intemals _Help
coamz BRaRR AesveoFa ([ERaan anny B
Fiter: | udp &8 Inbne [+] epression... Clear  2ppy  Save  req  remote
SourcePort  Destination DestinationPort  Protocol  Length _ Host Address
3 Ge.5.60.6 ons a1

64.6.64.6 192.165.80.133 ons o 67.215.246.10 orrent.com A 67.215.246.10
192.168.80.133 64.6.64.6 NS 79
64.6.64.6 192.166.80.233 ons a5 $2.221.100.244  Su
152.168,80.133 64.6.64.6 ons )

64.6.64.8 192.165.80.133 ons 162

Frent.com A §2.221.103.244

nse OX4TAS NO SUCH name A router.bITEOMET.cOn SOA NS-1526, awsdns-62.0rQ

Y 60TOB pasHble 334341 — O4HU KOMMNbIOTEPbI COOMPaAOT AaHHble, Apyrue atakytoT XML-RPC API,
HeKoTopbIe BbINOAHAOT 06a AencTBUS.

Utoru

Mo Hawmm gaHHbIM, 60THeT Sathurbot BKkatoyaeT 6onbwe 20 000 3aparKeHHbIX KOMMbIOTEPOB U
aencrsyeT ¢ utoHA 2016 roaa.

MHorouncneHHble ataku Yepes /wp-login.php (aaske Ha caitax, He ucnonb3yowmx WordPress) —
NpsMmoi pesynbTaT akTMBHOCTM Sathurbot. OnepaTtopbl Tak:Ke ncnonbaytot wp.getUsersBlogs XMLRPC.
Mbl BUAEenn 1 pacnpocTpaHeHue CCbIJIOK Ha BPeOHOCHbI TOPPEHT B 3/IEKTPOHHOM NouTe.
Monb3osamenu aHmusupycHoix npodykmoe ESET NOD32 3aujuuijeHbl om 0aHHOU y2po3bl.
O6HapyxeHue

AQMUHUCTPATOPbI CETU: MPOBEPANTE HEM3BECTHbIE MOACTPAHMULbI U/UAK KaTanoru Ha cepsepe. Ecnmn oHm

coaeprKaT CCbI/IKM Ha 3arpy3ky TOPpPEeHTOB, NpOoBeEPbTE 10T Ha NPeEAMET aTakK.

Monb3osatenu: 3anyctute Wireshark ¢ punbtpom http.request, utobsl BuaeTb 3anpocs! Tuna GET /wp-
login.php u/van POST /xmlrpc.php.

MposepbTe daiinbl UM 3aNMcK peectpa, nepedncieHHble B pasaene «MHANKATOPbl 3apaskeHns».
YpaneHue

AZLMUWHUCTPATOPbI CETU: CMEHUTE NAPOAU, YAAAUTE NOACTPAHULbI, HE UMEIOLLME OTHOLLEHUA K CaWTy,
(onuMoHanbHO) BOCCTAaHOBMUTE CalT U3 pe3epPBHOM KOMUM.

Monb3oBaTenun: HaguTe noao3puTenbHyto DLL npyu nomolm cTopoHHero aucnetyepa ¢aiinos,
OTKpoWTe oTKpoiiTe Process Explorer nan «ucnetuep 3agay», 3asepunte explorer.exe n/van
rundli32.exe, yaanute (oTnpasbTe B KapaHTUH) nocTpaaasiuyto DLL, nepesarpysuTte KoMnbioTep.
MpumeyaHune. ITo NO3BOAUT yaanuTb Sathurbot, Ho He apyrve BpeAOHOCHbIE NPOrpamMmbl, KOTOPbIE OH
MOT 3arpy3unTb. Kak BapmaHT, UCMONb3YyIATe KOMMAEKCHbIN NPOAYKT A1A 3aWuTbl OT BpeaoHocHoro MO
WA XoTA Bbl OHNAMH-CKaHep.

Mpodunaktuka

ALMUHUCTPATOPbLI CeTU: ecnn ana paboTbl canTa He Tpebyetca XML-RPC, oTKAtoUMTE €ro 1 UCNonb3yinTe
C/I0XHble Naponu.


https://www.esetnod32.ru/buy/actions/business/50-mgnoveniy-vesny-/?utm_source=habrahabr&utm_medium=article_23_03_2017&utm_content=from&utm_campaign=habrahabr
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MNMonb3oBaTenn: n3berante 3anycka NcnoaHAembix ¢paiaoB, TOMUMO TEX, YTO BbIMYCTUAM U3BECTHbIE
pa3paboTumnKm; He 3arpyKaiTe TOPPEHTbI C CAlNTOB, HE NpeaHa3HaYeHHbIX A4nA obmeHa pannamu.

UHauKaTopbl 3aparkeHuns

B HacTosllee Bpema mbl Habntogaem yctaHoBKy Sathurbot B:
\ProgramData\Microsoft\Performance\Monitor\PerformanceMonitor.dll
\ProgramData\Microsoft\Performance\TheftProtection\TheftProtection.dll
\ProgramData\Microsoft\Performance\Monitor\SecurityHelper.dll
\Users\*****\AppData\Local\Microsoft\Protect\protecthost.dll

3anycKaeTca B KOHTeKcTe npoueccos rundll32.exe nnum explorer.exe n 610KMpyeT pefakTMPOBAHNE
daiinos 1 pasgenos peectpa. MpeaycmoTpeHbl 32 1 64-x bUTHbIE BEpCUu.

BnokeHHble NanKku ¢ 3arpyXeHHbiMm dainnamm ToppeHTa:

\SecurityCache\cache\resume\

\SecurityCache\cache\rules\

\SecurityCache\data\

\SecurityCache\zepplauncher.mif — cogepxut DHT y3bl

\temp\

%appdata%\SYSHashTable\ — coaep»KWT nanku ¢ xelamm NOCELLEHHbIX LOMEHOB
%appdata%\SYSHashTable\Syshashinfo.db — Habop LeneBbIXx 4OMeHOB, BKAtOYAA MHPOPMALMIO O

CTPYKType

O6pasubl (SHA-1)

UHcTannaTtopsbl:
2D9AFBO6EAFBCFCDD8E1CAFF492BFCFO488E6B8C
3D08D416284E9COCAFF36F474C9D46F3601652D5
512789C90D76785C061A88A0B92F5F5778ES80BAA
735C8A382400C985B85D27C67369EF4E7ED30135
798755794D124D00EAB65653442957614400D71D
4F52A4A5BA897F055393174B3DFCA1D022416B88
S8EDFE9667ECFE469BF88ASASEBBBI9A75334A48B9
5B45731C6BBA7359770D99124183E8D80548B64F
COF8C75110123BEE7DB5CA3503C3F5A50A1A055E
C8A514B0309BCDE73F7E28EB72EB6CB3ABE24FDD
AF1AE760F055120CA658D20A21E4B14244BC047D
A1C515B965FBODED176A0F38C811E6423D9FFD86
B9067085701B206D2AC180E82D5BC68EDDS584A8B
77625ADEA198F6756E5D7C613811A5864E9874EA

DLL Sathurbot:
F3A265D4209F3E7E6013CA4524E02D19AAC951D9
0EA717E23D70040011BD8BDOBF1FFAAFQ71DA22C
2381686708174BC5DE2F04704491B331EE9D630B
2B942C57CEE7E2E984EE10F4173F472DB6C15256
2F4FAA5CB5703004CA68865D8D5DACBA35402DE4
4EBC55FDFB4A1DD22E7D329E6EF8C7F27E650B34
OEF3ECD8597CE799715233C8BA52D677E98ABDFD
0307BBAC69C54488C124235449675A0F4BOCCEFA
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149518FB8DE56A34B1CA2D66731126CF197958C3
3809C52343A8F3A3597898C9106BA72DB7F6A3CB
4A69B1B1191C9E4BCA65F72D76FE45C77A5CB4B0
5CCDB41A34ADAS06635CE2EE1AB4615A1AFCB2F2
6CO3F7A9F826BB3A75C3946E3EF75BFC19E14683
8DAODCA8AFB8D2D1E9F485029D1800173774C837
AC7D8140A8527B8F7EE6788C128AFFACAS2E82C2
E1286FSAES85EBS8BD1B6BE4684E3C9EAB88D300DB

[ononHuTenbHaA nonesHana Harpyska:
C439FC24CAFA3C8008FCO1B6FAC39F6010CE32B6
ABA9578AB2588758AD34C3955C06CD2765BFDF68
DFB48B12823E23C52DAEO3EE4F7B9B5COE9FDF92
FAFF56D95FO6FE4DASED433985FA2E91BO4EESAD
B728EB975CF7FDD484FCBCFFE1D75E4F668F842F
59189ABEOC6C73B66944795A2EF5A2884715772E
C6BDB2DC6A48136E208279587EFA6ASDD70A3FAA
BEAA3159DBE46172FC79E8732C00F286B120E720
S5EDODF92174B62002E6203801A58FE665EF17B76
70DFABASF98B5EBC471896B792BBEFADB4B07C53
10F92B962D76E938C154DC7CBD7DEFE97498AB1E
426F9542DODDA1COFF8D2F4CBOD74A1594967636
AA2176834BA49B6A9901013645C84C64478AA931
1C274E18A8CAD814E0094C63405D461E815D736A
61384COF690036E808F5988B5F06FD2D07A87454
F32D42EF1E5ED221D478CFAA1A76BB2ESES3A0CL
594E098E9787EB8B7C13243DOEDF6812F34DOFBA
1AAFEBAA11424B65ED48C68CDEED88F34136B8DC
BA4F20D1C821B81BC324416324BA7605953D0605
EO8C36B122C5E8E561A4DE733EBBSF6AE3172BFO
7748115AF04F9FD477041CB40B4C5048464CE43E
3065C1098B5C3FC15C783CDDE38A14DFA2EOO5E4
FA25E212F77A06C0B7A62C6B7C86643660B24DDA
FADADFFA8F5351794BC5DCABE301157A4A2EBBCF
B0692A03D79CD2EA7622D3A784A1711ADAABEE8D
9411991DCF1B4ED9002D9381083DE714866AEAQ00

AomeHbl:

DNS:
zeusgreekmaster.xyz
apollogreekmaster.xyz

C&C:
jhkabmasdjm2asdu7gjaysgddasd.xyz
boomboomboomway.xyz
mrslavelemmiwinkstwo.xyz
uromatalieslave.space
newforceddomainisherenow.club



®
AHTUBUPYCHAA 3ALLNTA BUSHEC-KNTACCA

justanotherforcedomain.xyz

artemisoslave.xyz
asxdqg2saxadsdawdq2sasaddfsdfsfassfuckk.xyz
kjaskdhkaudhsnkg3uhaksjndkud3asds.xyz
badaboommail.xyz

ToppeHT-TpeKepbl:
badaboomsharetracker.xyz
webdatasourcetraffic.xyz
sharetorrentsonlinetracker.xyz
webtrafficsuccess.xyz

MapameTpbl peecTpa

B0O3MOKHO, BaM MOHAA006UTCA CTOPOHHWUIA MHCTPYMEHT, nockobKy Windows Regedit He oTobparkaeT
3T0:
HKLM\SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{vari
able GUID} =

“v2.10| Action=Allow | Active=TRUE | Dir=In | Profile=Private | Profile=Public| App=C:\\Windows\\explorer.e
xe |Name=Windows Explorer|”
HKLM\SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\FirewallRules\{vari
able GUID} =

“v2.10| Action=Allow | Active=TRUE | Dir=In | Profile=Private | Profile=Public | App=C:\\Windows\\system32
\\rundll32.exe | Name=Windows host process (Rundll32)|”
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ShelllconOverlayldentifiers\OTheftProt
ectionDIl = {GUID1}

HKLM\SOFTWARE\Classes\CLSID\{GUID1} = “Windows Theft Protection”
HKLM\SOFTWARE\Classes\CLSID\{GUID1}\InprocServer32 =
“C:\\ProgramData\\Microsoft\\Performance\\TheftProtection\\TheftProtection.dlIl”
HKLM\SOFTWARE\Classes\CLSID\{GUID1\InprocServer32\ThreadingModel = “Apartment”
HKLM\SOFTWARE\Classes\CLSID\{GUID2}

3anucu {GUID2} BapbupytoTca Bo Bcex 06pasuax, cogepKaT WecTb AAUMHHbIX NOAKI0YEN, COAEPHKMMOE
ABNAETCA ABOMYHbBIM TUMOM U 3aliMdpoBaHo. Mcnonb3yeTca Ana XpaHeHUs NepemMeHHbIX, BPeMEHHbIX
3HauyeHul 1 HacTpoek IP, C&C, UID.

Hanpumep, {GUID2} Bbirnagut cnegyowmm obpasom:

HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000003
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000002
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000001
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000009
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000011
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00010001
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00010002
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000008
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000007
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000004
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00000010
HKLM\SOFTWARE\Classes\CLSID\{8E577F7E-03C2-47D1-B4C0-BCE085F78F66}\00020001



